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OHJaifH-CITpaBKa 1 Hawamo paboTtsl

Hauajio padorsl

1.1 YciaoBHBIC 0003HAYCHUS

B Hacrosmiem pykoBocTBe aboHeHTCKoe o0opynoBanue craniapra LTE nanee umenyercs
ycTpoiicTBo. [l oOecrieueHnss KOPPEKTHON 1 0€30IMacHON IKCIUTyaTallil YCTPOUCTBA
BHUMATENbHO U3yYUTE HUKEIIPUBEICHHbIE YCIOBHBIE 0003HAYEHHUS:

-] JlonosnHuTensHas MHGOPMALHUS 110 TEME.
X 2 JIOMOTHUTENBHbIE BO3MOKHOCTH MITH APIBIK (QYHKIMH.

A Hpez[ynpemz[eHMe O MMOTCHIHUAJIbHBIX np06neMax WJIA YCJIOBHBIC 0003HAYCHUS.

1.2 Kondgurypauus IIK

s obecnieuenust KOppeKTHOM padoThl ycrporicTBa Bam 1K momken obmanars
CIICAYIOIUMUM XapaKTePUCTHKAMHU:

ITyHkT TpeOoBanue

[Iponeccop Pentium 500 MI' 1 Beiie

[TamsaTs RAM 128 Mb uinu Bliie

XKectkuii nuck 50 MB cBoGoHOTO MecTa

oC ® Microsoft: Windows XP, Windows Vista min Windows 7

® Mac: Mac OS X 10.5 u BbIIIIE

Pazpemrenne sxpana 1024 x 768 nukcenei 1 BhIIIE

Bpaysep ¢ Internet Explorer 7.0 nnu Gonee mo3aHss Bepcus
® Firefox 3.6 wim 6osee mo3qHsist Bepcust
® Opera 10 wu GoJee TO3IHSA BEPCHSI

e Safari 5 unu Gosiee MO3/AHSIS BepCUs

® Chrome 9 unu 6oee o3 HsIs BepCust

1.3 Bxoa Ha BeO-cTpaHuily KOHGUIrypauuu

Be6-cTpannna KoHpUTypaIuy mo3BOJsET HACTPOUTH YCTPONCTBO U YIIPABIISATH UM
MOCPEICTBOM Opay3epa.

Konpunenmumansuas napopmarus Huawei 1
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OHJaifH-CITpaBKa 1 Hawamo paboTtsl

UroOblI 3aiiTh Ha BeO-CTpaHUIly KOH(UTYpalLliu, BHIIOJIHUTE CIEAYIOIINE AeUCTBUS (Ha
npumepe OC Windows XP u Opaysepa Internet Explorer 7.0):

1. KoppeKkTHO NOAKIIOYUTE YCTPOUCTBO.

2. 3amycrute Internet Explorer, BBequte http://192.168.1.1 B anpecHoit cTpoke, 3aTeM HAKMHUTE
kiapuinry Enter.

3. Bseaute ums mosp3oBaTelis U napoib U Haxmute Log In.

BrI cMoxeTe BOHTH Ha BeO-CTpaHUITY KOH(PHUTYPALIUH MTOCTIE TOATBEPIKACHHUS APOJIsL.

@  lms nonp3oBarens U Maposb MO yMOT4aHHIO - admin.
B nensx 6e300acHOCTH CMEHUTE MapoIlb IPH HEPBOM BXOJIE HAa BEO-CTPAHUILY
KOH(UTYpaIuu.

Bamie ycTpoiicTBO MMeeT (hyHKIUIO TUArHOCTHKH. [Ipr BOSHHKHOBEHUH COOCB B
paboTe ycTpoicTBa 0OpaTUTECh B CEPBUCHBIN LIEHTP, YTOOBI y3HATH, KaK
UCIIOJIF30BATh TAaHHYIO (QYHKIIHUIO.

IIpu nepBOM HCHOIB30BAaHUU U3MEHUTE Maponb ceTu Wi-Fi.

B nensix 6e3onacHoCTH BKIFOUUTE OpaHaMay3p U 3alloMHUTe Barie ums
NoJb30BaTeNs, a Takxe naponu cetu Wi-Fi u FTP.

---Konen
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OHJaifH-CITpaBKa 2 I'maBHast

I'maBHas

2.1 O630p

2.1.1 CraTyc MHTepHeT-COeIMHEHUS

Urto0bl MOCMOTPETH CTATYC MHTEPHET-COEAMHEHUS, BBITIONIHUTE CIEYIOLINE IeHCTBHSL:
1. BeiGepure I'naBuas > O630p.

2. B paznene Cocrosinue ceru MHTepHET 0TOOpaXKaeTcs CTaTyC HHTEPHET-COCTUHEHUS,
Harpumep Craryc USIM-kaptsl, Pexum cetu u IP-agpec.

---Konerg

2.1.2 CraTuctuka cereBoro rpaguka

YToOBI MOCMOTPETH CTATHCTHKY CETEBOTO Tpa(hUKa, BBIIOIHATE CICAYIONIUE ICHCTBHS:
1. Breibepure I'naBnas > O630p.

2. B pasnene Internet Usage oToOpaskaeTcs CTATHCTHKA CETEBOro TpaduKa, B TOM Yucie o0Iast
CTaTHCTHKA Tpaduka, TpaQuK MpHUeMa U Mepeadn JaHHbIX, CKOPOCTh MPHEMa U TIepeIadn
JAHHBIX, a TAKXKe JIUTEILHOCTD MOIKIIOYCHNS K IHTepHETY.

---KoneIr

2.1.3 Craryc Wi-Fi-coequnenus

YroObl mocMoTpeTh ctatyc Wi-Fi-coeHeH s, BHITIOJTHHUTE CIIEAYIOIIHE JICHCTBUS:
1. BeiGepure I'naBuas > O630p.

2. B paznmene Craryc ceru Wi-Fi orobpaxaercs cratyc Wi-Fi-coenunaenusi, B Tom uuncie: SSID,
IP-agpec, MAC-aapec, pexxum Paccblika u pexxum Hludposanue.

31ech MOKHO TIOCMOTPETh CTaTUCTHKY Wi-Fi-coenuuenus: oouuii Tpaduk, odIiee
KOJIMYECTBO ITAKETOB, MEPEIaHHBIX U MPUHATHIX 10 ceTH Wi-Fi, a Takke KOJM4ecTBO MaKeToB
¢ omKrOKaMH ¥ MOTEPSHHBIX TTAKETOB.

----Konern

2.1.4 Ucnoan3oBanue cetu LAN

YrtoObI MOCMOTPETH CTATYC COSAMHEHUS 10 JIoKabHOU ceTr (LAN-coeTMHEeHNs), BBITIOJHATE
CIENYIOLIUE IEHCTBHUS:

1. Breibepure I'naBuas > O630p.
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OHJaifH-CITpaBKa 2 I'maBHast

2. B paznene Ucnoan3oBanue cetu LAN otoOpaxaercs craryc cetr LAN, Hanpumep
IP-agpec, MAC-agpec, DHCP-cepBep.

31ech MOXHO MOCMOTpeTh cTaTucTUKy LAN-coenuHenuns: oouwmii Tpaduk, odiee
KOJIMYECTBO MAKETOB, MEPEAAHHBIX U MPUHATHIX 10 ceTu LAN, a TakKe KOJIMYECTBO MaKETOB
¢ omMOKaMH M MOTEPSHHBIX TAKETOB.

----Konen

2.1.5 CraTyc aHTeHHBI
YToOBI TOCMOTPETH CTATyC AHTEHHBI, BEIIOTHUTE CIEAYIOIINE IEHCTBH:
1. BeiGepure I'naBuas > O630p.
2. B pa3zmene AHTeHHA 0TOOpa)XaeTcsl CTaTyC aHTEHHBI.

----Koner

2.2 Uudopmanusi 00 yCTPOMCTBE

2.2.1 Uudopmanus o6 ycTpoiicTBe
Y1006l HOCMOTPETH OO0 HHPOPMALINIO 00 YCTPOHCTBE, BHIMOIHHUTE CIIEAYIOINe JeHCTBU:
1. BeiGepure I'naBuas > Onpoaykre.

2. B pasnene Onpoaykre oToOpaxaetcs o0Iias nHpopMaius o0 YCTpOWCTBe, HAPUMED, UM,
cepuiinbiid Homep (SN), HoMep MeXIyHapOJHOU HISHTH()HUKAIIMA MOOUILHOTO
ob6opynosanus (IMEI).

----Konern

2.2.2 CiuCcOK YCTPOMCTB
UToOBI MOCMOTPETH CIIUCOK YCTPOWUCTB, BHITOJHUTE CIIEAYIONINE JCHCTBUS:
1. BeiGepure I'naBuas > Onpoaykre.

2. B pasnene Device List oroOpaxkaetcst napopmanums 00 ycrpoiictBax: UMs koMnbloTepa,
MAC-anpec, IP-agpec u Bpems apeHabl.

Bpems apenabl — ocTaBiuuiics cpok apeHasl [P-agpeca, TuHAMHUYECKH paclpeelIeHHOro
DHCP-cepBepom. Ecnu y kakoro-nmu0o U3 ycTpoicTB cratuueckuit [P-aapec, To mis
napameTpoB Bpemst apenabl u UMs komiibloTepa oroOpaxkatorcs 3HaueHust N/A u
HewusBecTHO, COOTBETCTBEHHO.

----Konerr

2.3 bbicTpasi yCTAaHOBKA

Macrep yCTaHOBKY ITIOMOXKET HACTPOUTH HauboJIee BayKHbBIC MapaMeTphl ycrpoiictsa. [1o
3aBEPILICHUN HACTPONWKH YCTPONCTBO CMOXKET MOIAKIIIOUNTHCS K IHTEpHETY.
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UroObl 3a1aTh HACTPOUKH YCTPOUCTBA, BBITIOIHUTE CIIEIYIOIINE TEHCTBUS:
Bri6oepute I''mtaBHasi > BbicTpasi ycTaHOBKA.
Haxxmute /lanee, 9ToObI TOCMOTPETH U 33/1aTh MTApaMETPhl HHTEPHET-COCIMHEHHS.

Haxmute Jlanee, 9To0bI MOCMOTPETH U 33/1aTh TapameTphl cetr Wi-Fi, B ToM umncie
napamerpbl Wi-Fi, Ctpana/Pernon, Pe:xxum, KanaJj, SSID u CkpbiTh pacebriky SSID.

HaxxmuTte /1anee, 9To0BI TOCMOTPETH U 331aTh MapaMeTphbl 0€30MaCHOTO TTOAKITIOYCHHS K
cetr Wi-Fi, Hanpumep be3onacHocTb.

OTtobpakeHHe 3HAUCHUH 3aBUCHUT OT HAacTpoek mapameTpa besonmacuocTs. Hampumep, ecnu
Just mapametpa bezonacnocts 3anano 3HaueHne WPA-PSK&WPA2-PSK, to ms
HACTPOWKH Ha 3kpaHe oToOpaxaroTcs 3HadeHuss WPA-PSK u llludpoBanne WPA.

Haxxmure I[aJIee, YTOOBI IMOCMOTPETH 3aJaHHbIC HaCTpOﬁKH.
Haxxmvure HOHTBepI{HTB, 9TOOBI MNPUMCHUTD 3aJaHHBIC HaCTpOﬁKH.

----Koneir

2.4 OoHoBJICHHE

Ora QyHKIIUS TT03BOJISIET OOHOBUTH IPOTrPaMMHOE 0OecIieueHIe YCTPOUCTRA JI0 MTOCIICAHEH
JIOCTYITHOM Bepcuu. B HOBOI Bepcuu, Kak MPaBHUIIO0, HCIIPABIIEHBI OITMOKH U MPOTPaMMHBIC
cO0H, BO3HUKAIOIIUE B CTAPBIX BEpCHsIX cucTeMbl. HoBast Bepcust 6onee crabmibHa. [1pu
MIOSIBIICHAH HOBOW BEPCHU PEKOMEHAYETCSI OOHOBIISITH CHCTEMY.

2.4.1 JlokajJabHOE 00OHOBJICHHE

Yro6st 06HOBHUTE [10 yCTpOHCTBA C MOMOIIBIO JIOKAIBHOTO (haiiia, MOAKIIOUYUTE YCTPOHCTBO
k [1K ¢ momorpto ceteBoro kabemns win 1o Wi-Fi, coxpanure ¢aiin ooHoBnenus Ha [1K.
Yo6enureck, uTo Kpome anantepa nutanus U [1K k ycTpoiicTBY He MOIKITIOUEHO HUKAKOE
Jpyroe 000opynoBaHHe.

UToObI BRIIOIHUTE OOHOBJIEHHE C TTOMOIIBIO JIOKATBHOTO (haiiia, BBITOTHUTE CIIEAYIONIHE
IEUCTBHUA:

Brioepute I'maBHasi > OOHOBUTb.

B paznene JlokanbHoe 00HOBIeHHe HAXMUTE O030p.

B mosiBuBIIIEMCS THAIOrOBOM OKHE BEIOEpUTE TpeOyeMBbIil (aiiin 0OHOBICHUS.
Haxwmure OTKpBITH.

JuanoroBoe okHO 3aKkpoetcs. B okae @aiin 00HOBJIEHHIT 0TOOPA3HUTCS ITyTh U UMSI
TpeOyeMoro (Qaiiia OOHOBJICHUS.

Haxxmute OOHOBHUTD.

ABo BpeMsi OOHOBJICHUS HE BBIKJIIOYANTE YCTPOICTBO U HE OTKiIIoYaiiTe ero ot I1K.
Haxmute OK.

Haunercs nmpouiecc o6HOBIeHUs. [1o 3aBepieHnn nporiecca OOHOBJICHHUS YCTPOHUCTBO
ABTOMAaTUYECKU Nepe3aIlyCTUTCS U 3allyCTUT HOBYIO Bepcuio [10.
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----Konelr

2.4.2 OHj1aiiH-00HOBJICHH

YToOBI BHIIOIIHUTE OHJIAHH-OOHOBIICHHE, IIOIKIIOYATE YCTPOCcTBO K IHTEpHETY.
YTo0BI BEITTOIHUTH OHJIAITH-00HOBIICHHE:
Bribepute I'maBHasi > OOHOBHTb.

Haxwmure IIpoBepuTsh, 4T0OB MTPOBEPUTH HATUUKE OOHOBJICHUH.

& Tlocne oGHapykeHUs OOHOBJIEHHS YCTPOMCTBO COXPAHSET aIPEC ITOTO CEPBEPA U
BITOCJICJICTBUY YBEIOMJISIET O HATMYMU OOHOBIICHHI HA 3TOM CEpBEpE.

Yciaosue HeiicTBue
Ecnu oGHapyxeHa HOBas Bepcusi [Tepeiigure k mary 3
Ecnu HOBas Bepcus He 0OHapyKeHa [Iponiecc 0OHOBIIEHUS 3aBEPUIUTCS

Haxxmute OOHOBUTB, YTOOBI 3arPy3UTh HOBYIO BEPCHIO.

Ilocne 3arpy3kKu d)af/'ma OOHOBJICHHS YCTpOﬁCTBO ABTOMATUYCCKU YCTAHOBUT HOBYIO BEPCUIO
" NIEPE3amyCTUTCA.

Ha skpaHe MosIBUTCSL YBEJOMIICHHE O 3aBEPILICHUH IpoIiecca OOHOBJICHHS, a 3aTeM
JIUAJIOTOBOE OKHO BXOJ/Ia B CUCTEMY.

AB mponecce OOHOBJICHHS yCTpOﬁCTBO HCJIb3s BBIKJIIOYATh UJIK UCII0JIB30BaTh.

---Konen

2.4.3 Oounosienue no CWMP

YrtoObl OOHOBHUTH YCTPOHCTBO, UCTIONB3YSI TPOTOKOI YIIPABICHHS A0OHEHTCKAM
o0opynoBanueM uepe3 rodanbHyto cetb (CWMP), BEIOTHUTE ClIeAYIOUINE qeCTBUS:

Bri6epute I''maBHasi > OOHOBUTS.
Haxmurte OoHoBaenne no CWMP.

---Konen
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NurepHer

3.1 IloakJa0ouYeHne K CeTH

3.1.1 Boi0op pe:xxuma ceTu

YT00BI BI)I6paTI: PEKUM CE€TH, BBIIIOJIHUTE CIICAYIOMINEC JIEUCTBUSL:

@  Bcrasbre B yerpoiicTBo moaxosutyo SIM-kapry.

BxirounTe yeTpoHCTBO U BOWIUTE HA BeO-CTpaHMIly KOH(UTYPAIIUU B KAYECTBE
aJIMIHHCTPATODA.

1. BreiGepure UnTepHet > IloaK/04eHNne K CETH.

2. 33,[[3171T6 OIHO U3 CIIEAYIOIHNX 3HAYCHUH IS nmapamMeTpa Pexum ceru:

3Hauenune Onucanmne

ABTO Y CTpOHCTBO CaMOCTOSITEIHHO BEIOMPAET PEXKUM pabOTHI B IOPSIKE
npeanoutenus: 4G, 3G u 2G.

4G YCTpolcTBO MOIKITIOUAETCS TOIBKO K ceTH 4G.
3G VYerpolicTBO MOAKITIOYAETCs TOIBKO K ceTH 3G.
2G VYeTpolcTBO MOAKITIOYAETCS TOIBKO K ceTH 2G.

3. Haxwmute [loaTBepauTh.

----Konen

3.1.2 Bbi0op pe:kuMa ceTeBOro coeinHeHusl
YrtoOB!I BEIOPATH PEKUM CETEBOTO COCTUHEHUSI, BBIIIOIHUTE CIICAYIONINE JEHCTBHUS:
1. BreiGepure UnTepHet > [loaK/r04eHne K ceTH.

2. 3Bapaiite Pe:xuM MOAKIIOUEHUS.
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3Hauenune Onucanue

Bcerna Bk Ecinu ycnoBus n03BOJISIIOT, yCTPOHCTBO aBTOMATHUECKHU MOAKIIIOUAETCS K
Wnrepnery.

n ABTOMaTHYECKOE MOAKIIFOYECHUEC K CETH MOXKCT IIPHUBCCTH K
JOMOJIHUTCIIbHBIM pacxXxoJaM B POYMHHTIE.

Bpyunyro VYerpoiictBo oTkinrouaercs oT MIHTepHeTa npu 3amycke. Bol Mmoxere
MOJKIIIOYUTh YCTPOHCTBO K IHTEpHETY UM OTKIIIOUUTH €r0 OT CETH

BPYUHYIO.

3. Haxwmute [loaTBepauTh.

----Konen

3.1.3 Bei0op npo¢uiis Touku gocryna (APN)
Bsl moxxete BrIOpaTh podmite APN i nogkimtodeHus ycrpoiicTBa k UHTepHETY.
YroOsl 3a1ath poduite APN, BEITOTHHUTE CIEAYIOIIUE JCHCTBHS:
1. BreiGepure UnTepHet > [loaK/04eHne K CETH.
2. Bribepure npodrte u3 Beimagaroniero cnvcka [popuis.
3. Haxwmute [loaTBepauTh.

----Konen

3.1.4 Bei6op Tuna PDP

Bsl Mmokete BrIOpaTh poTokon PDP (MpoTokos nakeTHOH mepenadun TaHHbIX ), 9TOOBI 331aTh
TUI KOMMYTHPYEMOTO COeMHEHUs. [[Jsl 5TOro BBIMOJIHUTE CIEAYIOIINE AeHCTBUS:

1. Bribepure UnutepHet > [loak/roueHne K ceTH.

2. Beibepure 0JHO U3 ClieAyONIMX 3HaUYeHUH i napameTpa Tun PDP:

3HaueHue Onucanue

IPv4 Wurepuer-niporokon Bepcun 4 (IPv4) sBisiercs dyHaaMeHToOM
COBPEMEHHBIX HHTEPHET-TEXHOJOTHIA. B ¢BsI3M ¢ OrpaHMYeHHOCTHIO
IP-pecypcoB onun IP-aapec ucnonbsiyeTcst pa3HbIMU JTIOABMH B Pa3HBIN
Nepuoj BpeMeHu, T.e. [P-anpec pacnpenensercss HECKOIbKUM a0OHEHTaM
cetn. [ToaToMy B ceTsix Ha 6a3e mpotokoina IPv4 Henb3s pa3BepHYTH
CHCTEMBI, TPEOYIOIIUe yKa3aHUs HACTOSIIETO UMECHH TTOJIb30BATENS.

IPv4/1Pv6 Texuomnorus nepexona ot nporokoina IPv4 k nmporokony IPv6, koTopas
UCTIOJIB3YeTCs MPH OJHOBPEMEHHOM MPUMEHEHHH IPOTOKOJIOB IPv4 1 IPv6.

3. Haxwmute [loaTBepauTh.

----Konelr
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3.1.5 Hacrpoiika nepeaayum JaHHbIX B POYMHHIe

UrtoObI BKIIFOYHTH WM BBIKIIOYUTH TIepeady JaHHBIX B POYMUHT€, BBIIOJHUTE CIICIYIONTUC
IEUCTBHUA:

Bri6epute UHTepHer > [loakiiloueHue K CETH.
BrinonHute criegyroniie AeicTBuUs:

® JlocraBbTe (akok B moJie BRIWOYHTH psitoM ¢ mapameTpom POyMUHT JaHHBIX, 4TOOBI
BIJIIOYUTH IIEpeiady JaHHbIX B POYMHHIE.

®  Voepute (axok B nojie BKiIo4uTh psagoM ¢ mapamerpoM POyMHHT JaHHBIX, YTOOBI
BBIKJIFOUUTD TIepeiauy JaHHBIX B POYMHUHTE.

Haxxmure IoaTBepauTh.

----Konen

3.2 YupasJenue npopuiaem APN

L A

L

Urto0Obl co3nath npoduias APN, BEIIOIHUTE CIeayONIUe ISHCTBHS:
Brioepute UHTEepHeT > YnpaBienue APN.

Haxmute Jl00aBUTS.

3anaiite napametpsl Umst npopuas, APN, Jlorun u IlapoJs.

3anaiite 3Hauenne OrcyrerByet, PAP, CHAP nimn ABTO 1151 TapaMeTpa
AyTeHTH(pUKALUS.

Haxwmute IlonTBepauTs.

----Koneir

YroOs! m3MeHUTH pod e APN, BEIOTHUTE CIIENYIONIHE CHCTBUS:

Bri6epute MuTepHer > YnpaJenue APN.

Bri6epure snement npodmis APN, KOTOpBI XOTUTE U3MEHUTD, 3aTeM HaXMHUTE U3MEHUTD.
Nsmenunte 3HaueHus napametpoB Ums npoduis, APN, Jlorun uiu [apoas.

3apaiite 3Hauenue OrcyrerByer, PAP, CHAP unu ABTo 1151 mapameTpa
AyrenTnukanus.

Haxxmure IlonTBepauTs.

----Koneir

Uro6b! yaanuth npoduis APN, BEITIOIHUTE CSTYIONUE ISHCTBUS:
Bribepute UuTepuer > Yupasiienue APN.
Bribepute anemenT npoduinst APN, KOTOpEI XOTUTE YIaUTh, 3aT€M HAKMUTE Y TAIUTbD.

Haxmute OK.
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----Konelr

3.3 YupagsJjenue PIN-kogom

Br1 MokeTe BHIMONHSTH CIEAYIONIUE ONlepaui Ha cTpanue YnpasJjenue PIN-kogom:

BxuttounTh ¥ BBIKIIIOUUATH NOTBEepxKAcHUE PIN-KO1a
IToarBep:xaars PIN-koz

W3menste PIN-xox

Hactpausats aBTOMaTuueckoe noarsepxkaenue PIN-kona

3.3.1 Cratyc USIM-kapThl

YroObl mocMoTpeTh ctatyc USIM-KapThl, BBITOTHUTE CICAYIONIHE ACHCTBUS:
1. BreiGepure UntepHet > Ynpanienue PIN-kogom.
2. Craryc USIM-kaptsl oToOpaxkaetcs B pasaeine Craryc USIM-kapTsl.

----Konerr

3.3.2 Bkiouenue noarsep:xaenus PIN-koaa

YroObl BKIIIOYUTH OATBepxkIeHHE (Beprudukanuio) PIN-koaa, BEIIOIHUTE CIETYIONINE
JIEUCTBHUS:

Bri6epute UnTepuer > YnpasJiienne PIN-kogom.
Bri6epute 3nauenne Brarouurth 1151 napametpa [lposepka PIN-koaa.

Beenute PIN-kon (4-8 mudp) B mone Beog PIN-kona.

L

Haxwmute IlonTBepauTs.

----Koneir

3.3.3 Boikiawuenue noarsepxaenus PIN-koaa

UtoObI BEIKITFOUUTH OATBEpKIeHHE (Beprudukaiuio) PIN-kona, BHITIOTHATE CIEAYIOIINAES
JIEHCTBUSA:

Brioepute UnTepHer > Ynpasienue PIN-kogom.
Bri6epute 3Hauenne OTka04UTH 1715 napamerpa [posepka PIN-koaa.

Beenute PIN-kox (4-8 mudp) B mosie BBox PIN-koaa.

=owhoe

Haxwmute IlonTBepauTs.

----Konen
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3.3.4 llonTBep:knenue PIN-kona

Ecim nonreepxkaenue (Bepudukanms) PIN-koma BkitoueHo, Ho PIN-ko He ToATBEepIK/IcH,
HEOOXOIUMO BBITIONIHUTH MPOLEAYPY moaTBepxaeHuss PIN-koma.

UYroObl monTBepanuTh PIN-KO/I, BBIMTOIHUTE CICIYIONUE ICHCTBHS:
Bribepute UnTepuer > YnpasJiienue PIN-kogom.

Beenute PIN-kox (4-8 mudp) B mone PIN-kox.

Haxxwmute oarBepauTsb.

----Koneir

3.3.5 U3smenenune PIN-koaa

N o g b=

PIN-kox MOXXHO U3MEHUTb, TOJBKO €CIIHM BKIIFOUeHa (QyHKIHs nonTeepskaeans PIN-komga u
PIN-kxon moaTBepKIEH.

UroObl u3MeHuTh PIN-KO/I, BHIIOJHUTE CIIEAYIOIINE ACHCTBUS:
Brioepute UnTepHer > Ynpasiienune PIN-kogom.

Bri6epute 3Hauenne Brawouurts 11st napametpa [IpoBepka PIN-koaa.
Bri6epute 3Hauenne Brawouurth uist napametpa Cmena PIN-kona.
Beenute PIN-kon (4-8 miudp) B mone PIN-kox.

Beenute HoBbiid PIN-ko7 (4-8 nndp) B nosie Hosbrii PIN-kox.

Beenute HoBrIit PIN-k0a moBTopHO B nosnie Ilonreep:xkaenue PIN-koaa.
Haxxmute IloagTBEpAUTS.

----Konerr

3.3.6 Hactpoiika aBToMaTn4eckoro noarsep:xaeausi PIN-koxa

= hoe

BrI MOkeTe BKITIOUHMTH WIIH BBIKJIFOUUTH aBToMarndyeckoe noarsepxaeHne PIN-kona. ITpu
BKJIFOUEHUHU aBTOMaTHUYECKOI'O MOATBEPHKACHUS YCTPOMCTBO aBTOMAaTUUECKU IIOATBEP)KIAET
PIN-kon nmocne nepe3arpy3ku. Jta GyHKIIUS MOXKET ObITh aKTUBUPOBAaHA, TOJILKO €CIIH
BKJIIOUEHO noaTBepxaeHue (Bepudukanus) PIN-koga u PIN-koq nonteepkaeH.

UYrtoObl BKIIFOYHTH aBTOMAaTHUECKOE TIoATBepkaecHre PIN-ko/1a, BEIMOIHUTE CIIeIyONTHE
JIEUCTBHUS:

Brioepute UnuTepHer > Ynpasienune PIN-kogom.

Bri6epute 3Hauenrne Braouurs it napametpa [lpoBepka PIN-koaa.
Bri6epute 3HaueHne Briawouurth 1st napametpa 3JanomuHanue PIN-kona.
Haxwmute IlonTBepauTs.

----Konen
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3.3.7 llonTBepxknenne PUK-kona

S

Ecnu Bxmroueno noarsepxaenne PIN-koga u e ynanocs noareepauts PIN-kon Tpu paza
noapsin, PIN-kon Oynet 3a6i10kupoBan. B aToMm ciyyae Heobxoaumo monreepauth PUK-kon 1
u3MeHuTh PIN-Kko1, 9TOOBI pa30IIoOKHPOBaTh €ro.

UroOb1 mogTBepauth PUK-K0/, BRIIOJTHHUTE CIEAYIOIINAE TCHCTBUS:
Bri6epute UnTepuer > Ynpasiienne PIN-kogom.

Beenure PUK-xoz B mosie PUK-kon.

Beenute HoBbIi PIN-k07 B osic HoBbiii PIN-Kkoz.

Breaure HoBbiit PIN-koy B nosne Ionrep:kaenue PIN-koxa.
Haxmute IlogTBEpAUTS.

----Konerr

3.4 Hacrpoiika MTU nas UatepHera

3nayenne MTU (MakcuMalibHBIN pa3Mep repeaaBaeMoro 0Jioka JaHHBIX) ONPEACTSACTCS B
KadeCcTBE MaKCHMAJIBHOTO pa3Mepa rakeTa (B 0aiiTax) Ha ypOBHE IMPOTOKOJIA Mepeadn
JAHHBIX. JTO 3HAYCHHE OTHOCHUTCS K IIOPTaM Mepenadn JAHHBIX, HAPUMEp IUIaTaM CETEBOIO
uHTEepdelica U OCIeA0BATEIFHBIM TOPTaM.

Uto0s1 3anmaTh 3HaueHne MTU, BBITIONTHUTE CIIEAYIONUE ACHCTBUS:
Bri6epute UnuTepner > MTU st UuTepHer.

Bri6epute 3naueane MTU ansa Untepuer ot 1280 mo 1500.
Haxwmute IlonTBepauTs.

----Konen
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LAN

JlokansHas BerauciautensHas cetb (LAN) — 3To cuctema cBsizu 00IIero moab30BaHus, K
KOTOPOM MOXET IMOAKIIOYaThCSI MHO)KECTBO YCTPOMCTB.

Ecnu Bce HacTpoiiku 3a1aHbl TPaBUIIBHO, yCTpoiicTBa B cet LAN MOryT UCHONB30BaTh
JTAHHOE YCTPOMCTBO JIJIsl OOIIETO JJOCTYIA K JaHHBIM.

4.1 Hacrpoiika xocta LAN

IP-anpec nmo ymomuanuo — 192.168.1.1, macka nogcetn — 255.255.255.0. Bel Mmoxere
n3MeHnTh [P-anpec xocTa Ha Ipyroi HHAMBUAYaIbHBINA IP-anpec, KOTOPBIN JETKO 3aTIOMHUTB.
ITpu sToM HOBBII [P-anpec g0KeH OBITh YHUKAJIBHBIM U HE JIOJDKEH MMOBTOPATHCS B Bameit
cetu. [Ipu cmene [P-agpeca ycrpoiicTBa He0OXOAMMO 3aiiTH Ha BEO-CTpaHUIly KOHPHUTypalu
¢ HoBoro IP-anpeca.

UroObl u3aMeHuTh [P-aipec ycTpoiicTBa, BHIIOIHUTE CIAEAYIOIINE NeHCTBUS:
Bri6epute LAN > Hactpoiiku DHCP.
3anaiite IP-aapec B paznene Hacrpoiiku xocta LAN.

B pasnene Hacrpoiiku DHCP BriOepute 3HaueHne BRIIOUHTSE 17151 Tapamerpa
DHCP-cepBep

Haxxmure IoaTBepauTh.

----Konen

4.2 Hactpoiika napamerpoB DHCP-cepBepa

IIporokon DHCP no3BosisieT oTAeIbHbIM KIMEHTaM aBTOMaTHYeCKH MoJIy4aTh ¢ cepBepa
koH(urypanuonusie HacTpoiku TCP/IP npu 3amycke.

Brl MokeTe HaCTpOuTH ycTpoiicTBO B kauectBe DHCP-cepBepa min OTKIIIOUUTH €10, KOTaa
YCTPOMCTBO paboTaeT B pexKUME MapIIpyTH3AIUH.

IIpu HacTpoiike B kauectBe DHCP-cepBepa ycTpoiCcTBO aBTOMAaTHUECKH IPEAO0CTaBIAET
kiueHTaM LAN, nognepxkuBaromuM BosMokHocT DHCP-kireHTa, KOHpUTyparnoHHbIE
Hactpoiiku TCP/IP. Eciu ciryxx661 DHCP-cepBepa otkirouensl, B cetd LAN nomkeH ObITh
npyroit DHCP-cepBep, B IpOTUBHOM cilydae MPHUAETCS BPyUHYIO HACTPAUBATh KaXI0T0
KITUEHTA.

UroOb1 HacTpouTth napametpbl DHCP, BeimonHuTe crienyronie neicTBus

1. Bribepure LAN > Hacrtpoiiku DHCP.

2. BeiOepure 3HaueHue Briawounts g napamerpa DHCP-cepBep.
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3amaiite Hauaasusrii IP-agpec.

-] Orot IP-anpec nomxen oruuatecs ot [P-aapeca, 3aganHoro B pasaene
Hacrpoiixu xocta LAN. ITpu 3ToM 06a aapeca JOIKHBI HAXOAUTCS B OJJHOM
CErMEHTE CCTH.

3anaiite Koneunslii IP-aapec.

-] Orot IP-anpec nmomxen orinuuatees ot [P-aipeca, 3agaHHOTO B pasjerne
Hactpoiiku xocra LAN. IIpu 3ToM 00a anpeca JOJDKHBI HAXOIUTCS B OJTHOM
CErMEHTE CETH.

3anaiite Bpems apeHabI.

@  Ilapamerp Bpemsi apenabl MoxkeT uMeTh 3HadeHue oT 1 10 10 080 mMunyT.
IToxanyiicta, NCIIONB3yWTE 3HAYEHUE IO YMOIYAHHUIO.

Haxwmure IlonTBepauTsb.

----KoneIr

4.3 CiuCOK NPUBA3AHHBIX a/IPeCOB

A

A

Bs1r moxxere npussizats [P-aapec k ycTpoiicTBy ncxons uz ero MAC-aapeca. YeTpoicTBo
Oyzner noxiy4athk oauH U ToT e [P-aapec npu xaxaom noaxmodenuu k DHCP-cepaepy.
Hamnpumep, Bbl Moxete npusszats IP-anpec k FTP-cepsepy B cetu LAN.

@  TIlocne usmenenus Hactpoek Haxmute [lOATBEPAUTD, YTOOHI IPUMEHUTH HOBBIE
HacTporku. BoamoxHo, mpunercs nepesanyctuts DHCP-cepsep.

UrtoObI 10OABUTH IIEMEHT B CTUCOK HACTPOMKH, BBIOJIHUTE CIICIYIONIUE ICHCTBHS:
Bri6epute LAN > Hactpoiiku DHCP.

Haxxmure Pen. cnnucok.

Haxmute J00aBUTH.

Bsenute MAC-anpec u IP-aapec.

Haxwmute IlonTBepauTs.

----Konen

Uto0Obl U3BMEHUTDH JIEMEHT B CIIUCKE HACTPOMKH, BBITIOJIHUTE CIEIYIOIIUE IEHCTBUSL:
Bri6epute LAN > Hactpoiiku DHCP.

Haxwmute Pen. cnucok.

Bribepute areMeHT, KOTOPBIM XOTUTE U3MEHUTh, 3aTeM HaKMUTe 3MeHUTh.
Beeaure MAC-anpec u IP-agpec.

Haxwmute IlonTBepauTs.

----Koneir
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YToOBl yAATUTh 3JIEMEHT U3 CIIMCKA HACTPONKY, BHITOJIHUTE CICAYIOIIUE ICHCTBHS:
Bri6epute LAN > Hactpoiiku DHCP.
Haxxmure Pen. cniucok.

BriOepuTe a5eMeHT, KOTOPBIi XOTUTE YAaIUTh, 3aTEM HOKMHTE Y NATUTh.

= hoe

Haxxmute OK.

----Konen

YToOBI yAamUTh BCE DIIEMEHTHI M3 CIIICKA HACTPOWKH, BBITIOIHUTE CICAYIOINE NCHCTBUS:
Bri6epute LAN > Hactpoiiku DHCP.
Haxxmure Pen. cnucok.

Haxxmute Yaaaurths Bce.

=owo e

Haxxmute OK.

----Konen
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5 Wi-Fi

5.1 Hacrtpoiiku cetu Wi-Fi

Ora QyHKIUS TO3BOJISIET HACTPOUTH MmapaMeTpbl cetn Wi-Fi.

5.1.1 HacTpoiika 0CHOBHBIX IAPAMETPOB
Y100l HACTPOUTH OCHOBHBIE MapaMeTpbl ceTH Wi-Fi, BBIIOIHHUTE CIICAYIOIIUE ACHCTBHS:
1. Bribepure Wi-Fi > Hacrpoiiku Wi-Fi.
2. B paznene O6mme HacTpoiiku BeiOepuTe 3HaYcHNE BrimouuTh 11 napamerpa Wi-Fi.

3. BriOepuTe 0HO U3 CIENYIOINX 3HAYCHUH 715 TapameTpa Pesxum:

3HayeHue Onucanue

802.11b/g Wi-Fi-kmuenT nmoakirodaercs K yerpoiictBy B pexume 802.11b umu
802.11g.

802.11¢g Wi-Fi-KIIueHT NoAKIoYaeTes K yecTpoiicTBy B pexume 802.11g.

802.11b Wi-Fi-KIIueHT NOoAKIYaeTes K yecTpoiicTBy B pexume 802.11b.

802.11b/g/n Wi-Fi-knueHTt noakitovaercs K ycTpoicTBy B pexxume 802.11b,
802.11g nnm 802.11n. Ecnu kMeHT MOAKIII0OYaeTCsl K YCTPOMCTBY B
pexxume 802.11n, Tpedyercst BEIOpaTh pexkum mmppoBanus AES.

4. Haxwure [loaTBEpAUTS.

----Konen

5.1.2 Hacrtpoiika npoduis SSID

[Tocne HacTpoliku mapameTpoB ycrpoiictsa Ha ctpanune [Ipoduas SSID Wi-Fi-knuent
OyZeT NOAKIIIOYATHCS K YCTPOICTBY COMIaCHO MPEAYyCTaHOBICHHBIM IIPaBUiIaM, MOBBIIIAS TEM
caMbIM 0€30IacCHOCTh JTOCTYIIA.

UrtoObI HACTPOUTH MapaMeTphl ycTpoiicTBa Ha ctpanulie [Ipoguias SSID, BeimonHuTe
CIHENYIOLTUE IEHCTBHUS:

1. Bribepure Wi-Fi > Hacrpoiiku Wi-Fi.
2. 3apaiite SSID.

@  Upentuduxarop SSID moxer cogepxarh Tonbko 1-32 cumsonos ASCII, kpome
CHeIMANIbHBIX CUMBOJIOB: /  '= " '\ &. DTO mose He MOXKET OBITh ITyCThIM, U
MOCTIEIHUI CUMBOJI HE MOXKET OBbITH TPOOETIOM.
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7.

Wi-Fi-KIueHT moAKITIoUaeTest K yCTPORCTBY ¢ moMoribto uneHtudukaropa SSID.
3amaiite mapamerp Makc. KOJTHYECTBO YCTPOMCTB.

-] 31ech yKa3pIlBaeTCsl MaKCUMAIIbHOE KOn4ecTBO Wi-Fi-KIMEeHTOB, MOAKIII0OYaeMbIX K
YCTPOMUCTBY.

K ycTpoiicTBy MOXET MOAKIIOUUTBCS HE Ooiiee 32 KINEHTOB.

Bri6epute 3Hauenne Brawouurts 1st napametpa CKpbITh pacebuiky SSID.

Ecim unentudukarop SSID CKpBIT, KIMEHT HE CMOXKET MMOMyYUTh JaHHbIe 0 cetd Wi-Fi ot
YCTpOMCTBA.

Bei6epute 3HaueHne Brinounts 11 napametpa Usonsinus AP.
Kn1eHTs! MOTyT NOAKIIIOUATECS K YCTPOHUCTBY, HO HE MOTYT CBS3bIBATLCS APYT C APYTOM.

3anaiite napametp be3onacHocTsb.

@  Ecm ans napamerpa besonacHocThb BrIOpaHo 3HaueHre OTCyTCTBYET(HE
pexoMenayercsi), Wi-Fi-KIIHEHTBI HAIPSAMYIO MOJKITIOYAOTCS K YCTPOUCTBY. DTOT
PEKUM MpeAiaracT HU3KUA YPOBEHbD 3aIlIUTHL.

Ecnu nns napamerpa be3onacHoctb BoiopaHo 3Hauenne WEP, Wi-Fi-kineHTst
MOJIKITIOYAIOTCS K yCTpoiCcTBY B pexxume WEP-mmmdposanus.

Ecim nns mapamerpa Be3onmacHocthb BeiOpaHo 3HaueHne WPA-PSK,
Wi-Fi-kImueHThI MOAKITI0YaroTCs K YCTPOUCTBY B peskume mudpoBanus WPA-PSK.

Ecim nns mapamerpa Be3onacHoctb BeiOpaHo 3HaueHne WPA2-PSK,
Wi-Fi-KIINeHThl NOAKIIIOYAIOTCS K YCTPOUCTBY B pexXuMe MU(POBAHUS
WPA2-PSK. PexoMeHyeTCsl UCIIONB30BaTh 3TOT PEXUM, T.K. OH IpeAIaraet
BBICOKHH yPOBEHb 3aLIUTHI.

Ecim nns mapamerpa Be3onacHoctb BeiOpaHo 3HaueHue WPA-PSK &
WPA2-PSK, Wi-Fi-KIueHTbl HOAKIIOYAIOTCS K YCTPOUCTBY B PEKUME
mmoposanns WPA-PSK n WPA2-PSK.

3anaiiTe pexxuM mudpoBaHUsL.
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Pexxum

3Hauenune

Onucanue

WEP

Pexum
ayTeHTH()HUKAIH

®  AyTeHTH(UKAIUS ¢ O0IINM KJIIOYOM:
KIIMEHT MOJKIIF0YaeTCs K yCTPOUCTBY B
PEXUME ayTEHTU(DUKAIIU C OOIIUM
KJTFOUOM.

®  OrtkpbiTasi ayTeHTH(PUKAIUS: KIUCHT
MOAKITIOYACTCS K YCTPOHCTBY B PEeXKHUME
OTKPBITOH ayTeHTH()UKAIHH.

® O0aBuaa ayTeHTH(UKALNHN: KIUCHT
MOJKIFOYACTCS K YCTPOUCTBY B PEIKUME
OTKPBITOH ayTeHTU(UKAITUH HITH
ayTeHTU(UKAINU ¢ OOIIUM KITFOUOM.

JnmHa ximoga
mmdpoBaHus

® 128 our: B monsax Kirou 1-Kiarou 4
MokHO BBectd 13 cumBoioB ASCII niu
26 mecTHAAIIATEPUIHBIX CHMBOJIOB.

® 64 oura: B nonsx Kirou 1-Kirou 4
MOYKHO BBECTH TOJBKO 5 CHIMBOJIOB
ASCII unu 10 mecTHagaTepUIHBIX
CHUMBOJIOB.

Wunekc tekymero
KJII04a

MosxHo BbIOpaTh 3HaueHus 1, 2, 3 v 4.
ITocne BeIOOpa MHAEKCA KITIOYA TPUMEHSIETCS
COOTBETCTBYIOUTUH KITFOY.

WPA-PSK

WPA-PSK

MoskHO BBecTH TOIBKO 8-63 cuMBo0B ASCII
niu 8-64 1mecTHaaTepUYHBIX CUMBOIIOB.

WPA-mmmdpoBanue

Moxuo BeiOpats TKIP+AES, AES win
TKIP.

WPA2-PSK

(pexoMeHyeTcs)

WPA-PSK

MoskHO BBecTH TOJIBKO 8-63 cumBojioB ASCII
niu 8-64 1mecTHaIaTepUYHBIX CUMBOJIIOB.

WPA -mmmdppoBanue

Mosxno Beiopath TKIP+AES, AES win
TKIP.

WPA-PSK &
WPA2-PSK

WPA-PSK

MoskHO BBecTH TOJBKO 8-63 cumBojioB ASCII
win §8-64 1mecTHaIATEPUIHBIX CHMBOJIOB.

WPA -mmmdppoBanue

Mosxno Beiopath TKIP+AES, AES win
TKIP.

8. Haxwmure [loaTBEpANTS.

----Konen

5.2 YnpaBJieHue 10CTynIOM

5.2.1 HacTpoiika noJUTHKH J0CTYIA

Ota QyHKIUS TO3BOJISIET YIPABISATH JOCTYIIOM K YCTPOMCTBY. BbI MOXeTe HaCTpOHUTh
MOJIMTUKY OTPaHUYEHHS JOCTYIA Ul Kakaoro uaeHTudukaropa SSID.
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UroObl HacTpoUTh NapameTpbl KOHTPoJsI MAC-aapecoB Wi-Fi, BbINonHUTE chenyomnue
JIEHCTBUSA:

Bri6epute Wi-Fi > YnpasJienue 10cTynom.
B pa3zgene Settings Hactpoiite noctyn mo MAC-aapecam st SSID.

Jmst mapamerpa Joctyn mo MAC-aapecam asns kaxaoro SSID MoxHO 3a1aTh 3HaueHHE
OTrar0unTh, YepHslii cnucok wiu besbiii cnincok.

®  Ecmu nns mapamerpa Joctyn no MAC-anpecam s kaxaoro SSID BeIOpaHO 3HaueHHE
OTKJII0YMTB, OTpaHUYEHHE JOCTYIA HE TPUMEHSETCSI.

®  Ecnu nns mapamerpa Joctyn no MAC-anpecam i kaxzaoro SSID BeIOpaHO 3HaueHHe
YepHplii ciMcoK, K yCTPOHCTBY MOTYT ITOJKIIIOUAThCA TOJIBKO T€ YCTPOICTBA, KOTOPbIE
HE BXOJIST B YEPHBIH CITHCOK.

®  Ecmu nns mapamerpa Joctyn no MAC-anpecam s kaxaoro SSID BeIOpaHO 3HaueHHE
Beunblii cMMCOK, K YCTPOHCTBY MOT'YT HOAKIIIOYATHCS TOIBKO YCTPOMCTBA, KOTOPBIN
BXOZSAT B O€JIBIHA CIUCOK.

Haxwmute loarBepauTsb.

----Konen

5.2.2 Ynpasjenue cnuckom aocryna k cetu Wi-Fi

AN A

A

Ora pyHKIHUS MO3BOISIET HACTPOUTH MOMUTUKH qoctyna SSID mo MAC-anpecam.

UrtoObI 10OaBUTH AIEMEHT B CITUCOK J0cTyma K Wi-Fi , BRIOIHUTE CleayIoniie NeiHcTBUS:
Bri6epute Wi-Fi > YnpasJjienue goctynom.

Haxxmure Pen. cnimcox.

Haxxmure JI06aBUTHE.

3anaiite MAC-anpec.

3anaiite 1 ogHoro u3 SSID 3HaueHne BKIW0OYMTD, 4TOOBI aKTHBUPOBATH st 3Toro SSID
MAC-anpec.

Haxxwmute lHoarBepauTs.

----Konerr

UtoObl IBMEHUTH IEMEHT B CITUCKe JjocTyma K Wi-Fi , BBITOTHUTE ClieAyIonye JeicTBUS:
Bri6epute Wi-Fi > YnpaBieHue gocTynom.

Haxxmute Pea. cnucok.

BriOepuTe 35eMeHT, KOTOPBIH XOTUTE H3MEHUTh, U HAXKMUTE U3MEHUTD.

3amaiite MAC-anpec.

3anaiite ;i ogHoro u3 SSID 3HaueHre BKIW0OYMTB, 4TOOBI aKTHBUPOBATH s 3T0ro SSID
MAC-anpec.

Haxwmute IlonTBepauTs.

----Koneir
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UtoObl yIamuTh 3JIEMEHT U3 CIUcKa ocTyna K Wi-Fi , BbIONHUTE cleaytonue 1eicTBU:

Bri6epute Wi-Fi > YnpasJjieHue 1ocTynom.

Haxxmurte Pen. cnucok.

Bri6epuTe a5eMeHT, KOTOPBIi XOTUTE YAaIUTh, 3aTEM HOKMHTE Y NATUTh.

B W N =

Haxxmute OK.

----Konelr

YToOBl yAAIUTh BCE AIIEMEHTHI M3 crHcKa noctyna Kk Wi-Fi , BRImonHuTe crneayromye
IEUCTBHUS:

Bri6epute Wi-Fi > YnpasJjienue 10cTynom.

Haxxmure Pen. cnmucok.

Haxxmure Yaaauts Bce.

B W N =

Haxxmure OK.

----Konen

5.3 Hactpoiiku WPS

Oyukims WPS mo3Boser 100apIsaTe 6eCpoBOTHOTO KIMEHTa K CeTH 0€3 HeOOXOAUMOCTH
CHEIMATbHOW HACTPOUKH TaKUX MapaMeTpoB OeCIpOBOJHOM ceTH, Kak uMs ceTH (SSID),
pexuM 0€30MacHOCTH | Mapoiib. Bel MoxkeTe b0 Haxkarh KHOTIKY WPS, mubo BBecTH
PIN-koz, 4ToOBI 100aBUTH OECITPOBOTHOTO KITHEHTA.

UYroObl HacTpouTh napameTpbl Wi-Fi WPS, BoIniosHHTE clienyromue 1eiCTBHS:
1. Bsi6epure Wi-Fi > Hacrpoiiku WPS.
2. Bsibepure 3HaueHue Brinounts 11 napamerpa WPS.

3. 3apaiite 3HaueHue napamerpa Pexxum WPS.

@  Ecm ansa napamerpa Pexxum WPS BeiGpano snauenne PBC, KaneHT moakimounTes
K YCTPOMCTBY mocjie Haxatusi KHonku WPS Ha ycTpoiicTBe 1 Ha KITUeHTe.

Ecnu nna napametpa Pe:xum WPS Bri6pano 3nauenue PIN-kox
MapuIpyTH3aTopa, KIMEHT MOJIKIIOUNTCS K yeTporcTBy mocie BBoga PIN-kona
poyTepa Ha KIIMEHTE.

Ecnu nns napamerpa Peaxum WPS BriOpano 3HaueHne PIN-koa KiaueHTa, KITHESHT
MOAKITIOYUTCA K YCTPOHCTBY MOCiIe BBOAa KoppekTHoro PIN-kona u HaxaTus
Moak. kaueHTAa.

4. Haxwure IloaTBepanTh.

----Koneix
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5.4 Hacrtpoiiku HeckoJabkux SSID cetn Wi-Fi

=owo e

Ha crpanune SSID List oroOpakaercst mH(QOpMAaLus 0 HaCTPAUBAEMBIX HICHTH(PUKATOPAX
SSID.

Yro6sl HacTpouTh uaeHTHpukarop SSID, BEIMOTHAUTE CISAYIOIIUE NEHCTBHS:
Bri6epute Wi-Fi > IN'octeBoii noctyn Wi-Fi.

Bri6epute SSID, KOTOpBIE XOTHTE HACTPOUTH, 3aTeM HAKMUTE U3MEHUTD.
s mapametpa Craryc BeiOepuTe 3HaueHHuEe BKIIOYNTD.

3anatite SSID.

@  Upentuduxarop SSID moxer coaepxarh Tonbko 1-32 cumsonos ASCII, kpome
CHeIMANIbHBIX cUMBOJIOB: /  '= " '\ &. DTO mose He MOXKET OBITh ITyCThIM, U
MOCTICTHUN CUMBOJI HE MOXKET OBITh TIPOOEIIOM.

3anaiiTe 3HaueHue napameTpa Makc. KOJIU4ecTBO YCTPOIiCTB.

-] 31ech yka3pIlBaeTCsl MaKCUMAIIbHOE KOndecTBO Wi-Fi-KIMEeHTOB, MOAKIII0OYaeMbIX K
YCTPOUCTBY.

K ycTpoiicTBy MOXKET MOAKIIOUUTHCS He Ooiiee 32 KIIMEHTOB.
Bribepure 3HaueHne Briarouurts 11 napamerpa CKpbITh pacesliky SSID.

Ecin unentuguxarop SSID cKpHIT, KIIMEHT HE CMOXKET TOIYYUTh NaHHbIE 0 ceTH Wi-Fi or
YCTpOMCTBA.

Bri6epute 3HaueHne Briounts 11 napametpa Usonsiuus AP.
Kn1eHTs! MOTyT NOAKITIOUAThCS K YCTPONUCTBY, HO HE MOTYT CBS3BIBATHCS APYT C APYTOM.
3amaiite mapamerp be3omacHocTs.

Ecim nns mapamerpa Be3omacHocthb BeiOpaHo 3HaueHne WPA-PSK, WPA2-PSK nn
WPA-PSK & WPA2-PSK, Brl moxere 3a1aTh napamerps! llIndpposanue WPA u
WPA-PSK.

-] WPA-PSK moxer conepxatb 8-63 cumBoiioB ASCII nim 64 mecTHaIaTepUIHBIX
CHMBOIIA.

Ecmu nuis napametpa Be3onacHocts BeiOpano 3Hauenue WEP, nactpoiite mapameTpst
Pexum ayrenTuduxannu, [nuna napoJst v Uuaeke Tekyuero napoJs u 3agaiire
COOTBETCTBYIOIINE KITFOUH.

Eciu nns mapamerpa Jauna napoJist BeiOpano 3HaueHue 128 omuT, 3nauenne WPA-PSK
MOXKeT coaepxaTh 8-63 cumBosioB ASCII v 64 mecTHanaTepUYHBIX CHMBOJIA.

Ecim nns mapamerpa JiunHa mapoJist BBIOpaHo 3HaueHHe 64 6uTa, 64-0UTHBIN KITtOY
m@poBaHus J0KEH copepkath 5 cumBosioB ASCII wim 10 mecTHaAaTepUIHBIX
CHMBOJIOB.

Haxwmute IlonTBepauTs.

----Koneir
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5.5 JlonosiHUTEIbHBIE HACTPOMKH

JonoJiHuTE/IbHBIE HACTPOIMKH BIHAIOT Ha MPOU3BONUTENBHOCTD ceTH Wi-Fi. Ot
HACTPOMKH ITOMOTYT MOJTYYUTh MAKCHMAIBHYIO CKOPOCTB TIPH ONITUMAJIBHOM PEXUME PabOTHL.

Uro0BbI 33/1aTh JOTOJHUTEIBHBIC HACTPOUKH, BBITIOHUTE CICAYIOIINE ICHCTBUSL:
1. Bribepure Wi-Fi > JlonoJiHuTe/IbHBIE HACTPOHKH.
2. 3anaiite napametp Ctpana/Peruos.

3. 3apaiite KanaJa.

@  ABT0 03HauaeT, uTo OyAET BHIOPAH KaHA C JIyYIIMM KaueCTBOM CHTHAIIA.

BriOpanHbIi kaHan otMedaeTcs mudpoi ot 1 1o 13.
4. 3anaiite nmapametp Yactora 802.11n.

@  Ecuu BeiGpano 3nauenure 20MI'n, 802.11n OyeT NOAIEPKUBATH TOJIBKO MOIOCY
nponyckanus 20 MI 1.

Ecnu BeiOpano 3nauenue 20/40 MI'n, 802.11n OyneT moaaepKuBath moiocy
npomyckanus 20 MI' umm 40 MTI'm.

5. 3apaiire napamerp MoOIHOCTH Mepeaavmn.

-] Ecnu BeiOpano 3nauenne 100% , Wi-Fi-kineHT ocyliecTBiseT nepeaady JaHHbBIX C
IMOJIHOM MOIIHOCTEIO.

Ecnu BeiOpano 3nauenne 80% , 60 % wim 40% , Wi-Fi-kiaueHT ocymecTBiseT
nepenavy ¢ HU3KOH MOITHOCTEI0. Wi-Fi-KiIneHTy, pacnonokeHHOMY JalleKo OT
YCTPO#CTBA, BO3MOYKHO, HE YIACTCS IMOIKIIOUUTHCS K YCTPOHCTBY.

6. BriOepute 3HaueHune Briarounts 11 napamerpa WMM.

Crangaptr WMM (Wi-Fi Multimedia) — ceptudukamnms COBMeCTUMOCTH, pa3padoTaHHAS
acconuarueit Wi-Fi Alliance Ha 6a3e crannapra IEEE 802.11e. CtangapT oOecrieunBaet
ocHOBHBIE Bo3MOxkHOCTH QoS 1 cereit crangapta IEEE 802.11. Ctangapr WMM
pacrpeenseT MPHOPUTETHI TpadHKa 1Mo YeThipeM kareropusm goctyna (AC): rosoc, BUAECO,
«TydIIee U3 BO3MOXKHOTO» U (poHOBBIH pexxuM. [Ipr stom WMM He obGecnieunBaet
rapaHTUPOBAHHOM NPOMyCcKHOH criocoOHocTH. CTanaapT WMM npHMeHsieTcst K IPOCThIM
puIIoKeHMsIM, TpeOyronmmM QoS, Hanpumep, VoIP mo Wi-Fi-tenedonam.

7. Haxwmure IloaTBepaUTh.

----Konenr

5.6 ®ynxuusa WDS

Yerpoiicteo nomepxkuBaeT Gpynkimo WDS (6ecripoBogHast cuctema pacrnipeneneHus). Bee
Wi-Fi-yctpoiicta B cucteme WDS OKHBI HCIIOTIB30BaTh OJMH M TOT YK€ paJHoOKaHall,
pexxum mmpoBanus, uaeHTrdukarop SSID u kiod mudposanus. Bel MoxeTe 3a1aTh
3HaueHne HET (NONE) niiu WPA/WPA2 st pexxuma mudpoanust WDS. Eciu s
pexxuma mudposanust WDS 3anare 3nauenne HET (NONE), Wi-Fi-knmueHTsl cMoryT
ucnons3oBath 3HadueHne HET (NONE) win pexxum WEP-mmudposanus. Ecnu st pexima
mmdposanus WDS 3anats 3Hadueane WPA/WPA2-PSK, Wi-Fi-knmueHTsr cMoryT
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ucronbs30Bath pexuM mudposanns WPA/WPA2-PSK. [Mocne Brimouenus Gpynkuuu WDS
otkimounte DHCP Ha ycTpoiicTBax, KOTOpbIE HE MOAKIIOYEHBI HAPSIMYIO0 K Topty WAN.

@  Ilocne Bxmovenns pynkuun WDS dynxmus WPS paGorats ne 6yaer. Ecian Bor
BBIOpaNH JIJIsI KaHala 3HaYeHHEe ABTO, IEpeinTe Ha cTpaHuIly JlomoJIHuTe TbHBIE
HACTPOWKH, 4TOOBI 32/1aTh KaHAII.

UroOsb1 3aath HacTpoiik WDS, BbIIONIHUTE cieaytolue JeiCTBUS:
Bri6epute Wi-Fi > WDS.

Bri6epute 3Hauenne Braouuth 111 napamerpa WDS.

Haxxmure Iounck.

B pesynbprarax noucka Beibepute unenrupukarop SSID cereBoro ycrpoiicTsa.

3anaiite napametp be3onacHocTsb.

-] WPA-PSK moxer conepxatb 8-63 cumBosioB ASCII nim 64 mectHaaaTepUIHbIX
CHMBOJIA.

Haxwmute IHoaTBepauTh.

----KoneIr
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be3onmacHocTh

6.1 Hacrpoiika ypoBHs Opanamayspa

Ha 3101 cTpaHuile mpUBOASTCS MHCTPYKIIMK IO BEIOOPY ypoBHsI OpaHamayapa. [Ipu Beroope
3HaueHus1 CrnenuaabHBIN [ TapaMeTpa YpoBeHb OpaHAMAay3pa MOsBIIETCS] BO3MOXKHOCTD
U3MCHEHHSI HACTPOEK.

UYrtoObI BEIOpaTh YpOBEHb OpaHIMay3pa, BHITIONHATE CICAYIOIINE TCHCTBUS:
1. BreiGepure be3onacHocTs > YpoBeHb OpaHAMAaydpa.
2. BeiOepure 3HaueHue IS apaMeTpa Y poBeHb OpaHAMAay?pa B BbINAJAIONIEM CITHCKE.
3. BriOepute 3HaueHre Brawounts a5 napamerpa 3ammra ot DoS-arak.
Oto0 no3BosuT 010kupoBath DoS-araku u3 cetu LAN u MHTepHera.
4. Haxwmure IloaTBEpaUTS.

----Koneir

UrtoOkl 3a1aTh GyHKIIMK QUIETPAIIMU B OpaHIMaydpe, BBITOJHUTE CICAYIONINE JCHCTBUS:
Bribepute BezonacHocTs > YpoBenb OpanaiMayspa.

Bri6epure 3nauenne CnenuaabHbI 171 TapaMeTpa Y poBeHb Opanamayapa.

3apnaiite 3HaueHue napamerpa @uabTpanusa MAC-aapecos.

3amaiite 3Hauenue napamerpa @uabrpauus IP-agpecos.

3amaiite 3Hauenue napamerpa @uastpauusa URL-agpecos.

AN S i A

Haxwmure IlonTBepauTs.

----Koneir

6.2 duasTpanusa MAC-agpecon

Ha s1oii cTpanune Brl Mmoxxere HacTpouTs npasuia ¢punsrpanuun MAC-anpecos.

6.2.1 Yupasaenue 0eabim cnuckom MAC-agpecos
UYrtoOb1 100aBUTH MpaBmiio Oenoro crimcka MAC-anpecoB, BHITIOTHHATE CIEAYIOIINE ISHCTBUS:
1. BriGepure bezonacuocts > @uastpaunsa MAC-agpecos.

2. BpeiGepure 3nauenue beaslii cnucok 111 napamerpa Pexxum MAC-dpuabTpanun.
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L A\

L

Haxxmure J/I06aBUTE.
3anaiite MAC-anpec.
Haxwmute IoarBepauTsb.

----Konern

UtoObl M3MEHUTH MpaBmiio Oenoro crimcka MAC-anpecoB, BBITIOTHUTE CIIEAYIONINE CHCTBUS:
Bri6epute BesonacHocts > @uabTpauus MAC-agpecos.

Bri6epute 3nauenue bedblii cnucox 111 napamerpa Peskum MA C-guabTpanuu.
Bri6epuTte mpaBuiio, KOTOpoe XOTUTE U3MEHUTh, 3aTeM HaXMUTE I3MEHUTh.

3amaiite MAC-anpec.

Haxwmute IlonTBepauTs.

----Koneir

YrtoObl ynanuTh npasuiio 6emnoro criricka MAC-aipecoB, BBIITOTHUTE CICAYIOIIHE ACHCTBUS:
Beibepute Bezonacnocts > @uiabrpanus MAC-agpecos.

Bri6epure 3nauenue beaplii cnucox 111 napametpa Peskum MAC-guinbTpanuu.
Bri6epurte npaBuiio, KOTOpPOE XOTUTE yIAINUTh, 3aTEM HAKMUTE Y JAIUTh.

Haxwmure OK.

----Koneir

UrtoObl ynanuTh Bee mpaBmia 6enoro criricka MAC-aipecoB, BBITOTHUTE CIEAYIONIHE
IEUCTBHUA:

Bri6epure bezonacHocts > @uabrpanus MAC-aapecos.

Bri6epute 3HaueHne beablii cnucox it napametpa Peskum MA C-guabTpanumn.
Haxwmute Yaaaurs Bce.

Haxwmute OK.

----Konerr

6.2.2 Yupagnienue yepHbiM cnuckom MAC-aapecoB

Bribepute besonacnocts > @uasrpaunsa MAC-aapecos, 3ateM a1 napamerpa Pexum
MAC-¢duabrpanuu Beibepute 3HaueHre YepHBIH CHCOK.

Hpyrue neicTBusl COOTBETCTBYIOT AEUCTBUSAM, ONMCAHHBIM B yHKTe" YIIpaBieHHe OebiM
criuckom MAC-angpecos'.
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6.3 ®uabTpanus URL-aapecos

Hannsie unprpyrores mo URL-aapecam. Ha atoii crpanuiie Ber MokeTe HACTpOUTH IpaBmiia
¢unprpanmn URL-aapecos.

6.3.1 Yupasiaenue 6eabim cnuckom URL-aapecos

UrtoOb1 106aBuTH Mpapmiio Oenoro crimcka URL-anpecoB, BHITIOIHHATE CIEAYIOIINAE ICHCTBUS:
Bribepurte bezonacHocts > @uabrpanus URL-aapecos.

Bri6epure 3Hauenue beablii cnucok it napametpa Peskum URL-guasTpanun.
Haxxmure J/Io6aBUTE.

3anaiite URL-anpec.

S

Haxxwmute loarBepauTs.

----Koneir

UrtoObI m3MEeHUTH MpaBuito Oenoro crrcka URL-anpecoB, BEIOTHUTE CIIEAYIONINE ACHCTBUS:
Bri6epute bezonacHocts > @uabrpanus URL-aapecos.

Bri6epute 3HaueHne beablii cnucoxk it mapametpa Peskum URL-guasTpanun.
Bri6epure npaBuiio, KOTOpOE XOTUTE U3MEHUTh, 3aTeM HaXMUTEe 3MEHUTh.

Ha oroGpasusueiics crpanune BBeaute URL-anpec.

A A

Haxxmute IloagTBEpAUTS.

----KoneIr

UroObI yranmuTh npauiio 6enoro crrcka URL-anpecoB, BBITOTHUTE CIEAYIONINE JCHCTBUS:
Bri6epute bezonacHocts > @uabrpanus URL-aapecos.
Bri6epute 3HaueHue beablii cniucox 1ist mapamerpa Peskum URL-guasTpanun.

BBI6CpI/ITe IpaBUJIO, KOTOPOC XOTUTC YAAJIUTh, 3aTCM HAXKMUTE YaaauTh.

L M

Haxxmute OK.

----KoneIr

UroObI ynanmuTh Bee mpaBmia oenoro criricka URL-anpecoB, BRITOTHUTE CIEAYIONIHIE
IEUCTBHS:

Bribepute bezonacHocts > @uabrpanus URL-aapecos.
Bri6epute 3HaueHue beablii cnucox uist mapametpa Peskum URL-guasTpanun.

Haxmute Yaaauts Bce.

L A

Haxxvute OK.

----Koneir

Konpunenmumansuas napopmarus Huawei 26
Copyright © Huawei Technologies Co., Ltd



OHJaifH-CITpaBKa

6 besomacHocTb

6.3.2 Ynpasiaenue yepubim cnuckom URL-agpecos

Brioepute bezonacnocts > @uabrpanusa URL-aapecos, 3atem a1 napamerpa Pexum
URL-¢uabsrpanuu Beidepure 3HaucHre YepHbIH CMUCOK.

Jpyrue neicTBUS COOTBETCTBYIOT JACUCTBUSAM, ONTMCAHHBIM B TIYHKTE " YTIpaBJicHHE OCIbIM
criuckom URL-angpecos".

6.4 ®OuabTpanus IP-agpecos

Hannsie unptpyrorcs mo [P-anpecam. Ha 1ot crpanuiie Ber MokeTe HACTPOUTH TpaBHiia
¢unprpanuu IP-agpecos.

6.4.1 Yupagsiaenue 6eabim ciuckom IP-agpecon

10.

gk b

N S i A

UrtoObl 100aBUTH MpaBmiio Oenoro crucka [P-aapecoB, BEITIOIHUTE CIEMYIONINE NCHCTBHS:
Bri6epute BesonacHocts > @uiabTpanus IP-aapecos.

Bri6epure 3HaueHne beablii cnucok it napametpa Peskum IP-puabTpanmnm.
Haxxmure J/I06aBUTE.

3anaiiTe 3HaYeHHE TapamMeTpa Y caayra.

3anaiite 3Hauenue napamerpa IlporokoJ.

B none iuana3on IP-anpecoB ucrounuka seeaute [P-agpec nctounnka uim cerMeHT
IP-anpeca, KOTOPBI HATO OTPHILTPOBATH.

B nosie /InanazoH nopToB HCTOYHMKA BBEIUTE MOPT UCTOUHUKA WIIM CETMEHT MOPTA,
KOTOPBII HaJI0 OTUIBTPOBATD.

B none Iuana3on IP-agpecoB Haznauenusasseaute [P-aapec agpecarta uim cerMeHT
[P-agpeca, KOTOpPBIA HATO OTQUIETPOBATE.

B none /Iluana3zod nopToB Ha3HAYEHMABBEAUTE NIOPT aJipecara WU CErMEHT II0pTa,
KOTOPBIN HaJ0 OT(HMIBTPOBATH.

Haxxmute IloaTBEpAUTS.

----KonelIr

Uro0Obl M3MEHUTH MpaBUiIo Oenoro ciucka [P-agpecoB, BEIOIHATE CIENYIOIINE ACHCTBUS:
Bri6epute bezonacHocts > @uabrpanus IP-aapecos.

Bribepute 3nauenue benwtii cnucok as napamerpa Pexxkum IP-puabpTpanmnm.
BribepuTe mpaBuito, KOTOPOE XOTUTE U3MECHUTH, 3aTeM HaxkMuTe I3MEeHUTD.

[ToBTOpHTE NEiiCTBUS, ONMCAHHBIE B ITyHKTaX 4- 9 mpensaymero naparpada.

Haxxmute IoaTBEepAUTS.

----KoHelIr

Urto0b! yaanuTh npaBuiio oenoro crucka [P-agpecos, BHIIOTHUTE CIIEAYIOIINE ICHCTBUS:
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Bowop e

Bowopp

Bribepute BesonacHocts > @uiabTpanus IP-agpecos.

Bri6epute 3nauenue bedblii cnucok 11 napamerpa Peskum IP-gpuabTpanun.
BribepuTte mpaBuiio, KOTOpoe XOTUTE YAAIUTh, 3aTEM HAKMUTE Y JANUTh.
Haxxmure OK.

----Koneir

UrtoObI ynamuTh Bce paBmia oenoro cnvicka [P-anpecos, BEIOTHUTE CIICAYIONINE ACHCTBUS:
Beibepute Bezonacnocts > @uiabrpanus IP-agpecos.

Bri0epute 3HaueHue beaslii cnucok ans napamerpa Peaxnm IP-gpuabTpanumn.

Haxmure Y nainrs Bee.

Haxwmute OK.

----Koneir

6.4.2 Yupagnienue yepHubiM cnuckom IP-anpecoB

Bribepute besonacuocts > @uasrpanus IP-agpecos, 3arem ans napamerpa Pexum
IP-¢puabrpanuu Beibepute 3HadeHre YepHblii cCUCOK.

Jpyrue neicTBUs COOTBETCTBYIOT JACUCTBUSAM, ONIMCAHHBIM B IyHKTE " YTIpaBjicHUEe OeIbIM
cniuckoM [P-anpecos”.

6.5 KonrpoJsb goctyna K ycjayram

4.
5.

Orta pyHKIUS MTO3BOIIET KOHTPOIUPOBATH KOMUIECTBO MOJIB30BATEIICH, IOJKITIOYAIOIINXCS K
YCTPOMCTBY.

B cnincke KOHTpOIIs 1OCTyNa OTPakatoTCs TUIIBI YCIIYT, KOHTPOJIUPYEMBIX ycTpoiicTBoM. ITo
YMOJIYaHMIO NIpaBUJla KOHTPOJIS OCTYIIA OTKIIOYEHBI.

YToOBI 33/1aTh CIICOK KOHTPOJIS JJOCTYIIA, BBIIOIHUTE CIEAYIOIINE AHCTBHA:
Beibepute Bezonacnocts > KOHTpoJIL J0CTYIA K yCJIyraMm.
Bribepute snmeMeHT, KOTOPBI HE0OXOIMMO HACTPOUTD, 3aTeM HaXMuTe I3MeHHTH.

3anaiite 3HaueHue napamerpa JAuanason IP-agpecos.

@  Ecm ans napamerpa Merounuk pocryna seibpano 3nauenne LAN, IP-aapec
JIOJDKEH HaXOJIUThCS B TOM e CErMEHTe ceTH, uTo U [P-anpec, 3aganHblil Ha
crpannne Hacrpoiikm xocra LAN.

Ecnu ansa napamerpa MerouHuk gqoctyna BeiOpano 3Hauenue UHTepHeT,
3anaBaembii [P-anpec u [P-anpec, 3amannbiii Ha ctpanuie Hacrpoiiku xocra LAN,
JIOJDKHBI HAXOJIMTHCS B Pa3HBIX CETMEHTAX CETH.

3apnaiite Craryec.

Haxwmute IHoaTBepauTh.
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----Konelr

6.6 Hacrpoiika ALG

UrtoObl BKIItOUHTH GYHKINIO ALG (IIUTI03 MPUKIIATHOTO YPOBHS), BBIIOJHUTE CIEAYIONIHNE
IEUCTBHUA:

Bri6epute be3onacnocts > ALG.
Bribepute 3HaueHne Brarounts it napamerpa ALG SIP.

3anaiite Hopt SIP.

@8  Pexomenmyercs HCIOMB30BaTh HOMEP MOpTa 1o ymoadanuio (5060). Eciou ve
UCIIOJIE3YETCSI OPT M0 YMOTYAHHUIO, Tiporpammy VoIlP HEBO3MOKHO HCIIOJIE30BATH.

Haxxmure IMoaTBEpaAUTS.

----End

6.7 IlepenanpaBJieHue MOPTOB (MOPT-MANIMHT)

AL S o N

Ecnu Ha yerpotictBe BriroueH pesxkuM NAT (TpaHCHAIUS CeTEBBIX aIpecoB), BO BHEITHEH
ceTH BUJEeH ToJbKo IP-anpec ctanunoHHo# croponsl (ctopoHa WAN). Ecnu [TK
a0OHEHTCKOU cTOpOHBI (cTOpoHB LAN) MOXXET MPEeIoCTaBIsATh YCIyru B IHTepHET
(Harmpumep, padorath B kauecTBe FTP-cepBepa), HE0OX0AUMO aKTUBUPOBATh (DYHKIIHIO
NepeHanpaBiIeHus IOPTOB, YTOOBI Bce oOpallieHusl K MOPTy BHEIIHEro cepBepa u3 MHrepHera
NepEeHaANpPaBIsUTUCh Ha cepBep Ha aDOHEHTCKOW CTOPOHE.

Uro0bl 100aBUTH MPABUIIO NIEPEHANPABICHHUS IOPTOB, BBIMOJIHUTE CIEAYIOLINE NEHCTBUA:
Bribepute bezonacHocts > [lepeaapecanusi mopTos.
Haxmute JI00aBUTB.
3apnaiite Tum.
3amaiite [IpoTokoa.
3anmaiite Yaas. XocT(3Ta HaCTpoiiKa He sSBIseTCS 0053aTENbHOMN).
3apaiite lnanasoH yaaJl. nopToB.
@  Howmep nopra gomkeH uMeTh 3Ha4eHue ot 1 10 65535.
3anaiite JIokaJbLHBIH XOCT.
88 Dror IP-anpec nomken otnmyatses ot [P-anpeca, 3amanHoro Ha cTpaHuIe
Hactpoiiku xocta LAN. IIpu aToM 0062 ajpeca JOKHBI HAXOIUTHCS B OTHOM
CErMEHTE CETH.

3apnaiite JlokaJabHBII NOPT.

-] Howmep nopra nomxen nmers 3HaueHue ot 1 1o 65535.
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9.
10.

B W N =

Bri6epute g napamerpa Craryce 3HaueHue Briaroyeno mwi OTKIIOYEHO.
Haxwmute IoaTBepauTh.

----Konelr

UYtoObl I3BMEHUTH MPABIIIO TIEPESHATIPABICHHUS TIOPTOB, BHIMIOJIHUTE CIICTYIONIUE ICHCTBHS:
Bribepure bezonacHocts > [lepeagpecanus nopTos.

BriOepute s1eMeHT, KOTOPBI XOTUTE U3MEHHTD, 3aTeM HaXMuTe U3MEeHNTD.

[ToBTOpUTE NEHCTBUS, OMMCAHHBIC B IyHKTaX 3-9 mpeaplaymiero maparpada.

Haxwmute IHoaTBepauTh.

---End

UrtoObl yIamuTh MPaBUIIO MEPEHANIPABICHHUS TIOPTOB, BBITIONHUTE CIICIYIONINE ISHCTBHS:
Bribepure bezonacHocts > [lepeagpecanust mopTos.

Bri6epuTte s5eMeHT, KOTOPBI XOTUTE YAaIUTh, 3aTEM HAKMUTE Y JATUTh.

Haxxmurte OK.

----KoneIr

UYrtoObl yIanuTh Bce MpaBHia MEPEHANPAaBICHUS TIOPTOB, BEITIOIHUTE CICIYIOIINE NSHCTBHS:
Bribepute bezonacHocts > [lepeagpecanus nopTos.

Haxxmvute Ynaaurs Bcee.

Haxxmute OK.

----Konelr

6.8 Hactpoiika UPnP

Ha 3101 cTpaHuIle MOKHO BKIIFOYHTH WITH BBIKIIOUMTH QyHKIHIO UPnP.
YroOs! BrrounTh HyHKIHIO UPNP, BEIMONHITE CleayIomme NeHCTBU:
Brioepute Be3onacHocts > UPnP.

Bri6epute 3Hauenne Braouurts 11t napametpa UPnP.

Haxwmute IlonTBepauTs.

----Koneir
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6.9 Hacrtpoiiku DMZ

Ecnu Britoyena gemuiurapusoBantas 3o0a (DMZ), naketsl, nepegansble u3 cetd WAN,
HaTPaBJSIFOTCS HANPsAMYIO Ha ykazaHHbIN [P-aapec B cetn LAN, nipexie ueM OymyT
OTOPOIIIEHBI OpaHIMAay3POM.

UroObI 3a1ath napameTp DMZ, BBIIIOTHUTE ClIEAYIOUINE ASHCTBUS:
1. Bribepure be3onacHocts > DMZ.
2. BpeiOepure 3HaueHue Briawounts s napamerpa DMZ.

3. 3apaiite Agpec xocra.

-] Orot IP-anpec momxkeH otnuuatees ot [P-anpeca, 3a1aHHOTO HA CTPaHUILE
Hactpoiiku xocra LAN. IIpu 3Tom 00a anpeca J0JDKHBI HAXOIUTHCS B OJTHOM
CErMEHTE CETH.

4. Haxwwure [HoaTBepauTh.

----Konelr
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CepBucsoi

7.1 Hactpoiika DDNS

Cnyx6a DDNS (auHaMu4eckuii cepBep TOMEHHBIX HMEH) UCIIONb3YETCs ISl HA3HAUCHUS
nuHamuueckoro [P-anpeca mons3oBarens GukcupoBaHHo# ciyx0e DNS.

UrtoOb1 3anath HacTpoiiku DDNS, BeITOTHUTE ClIeAYIONIHNE ACHCTBUS:
Brioepute CepBucs > DDNS.
B pasnene IIpoaiinep ycayr Beibepute DynDNS.org.

Bribepute 3Hauenne Briaountsb mis napamerpa DDNS.

L A

Bsennte Uma nomena u Umsa xocra.

Hamnpumep, ecnmu nomenHoe umsi, npegocrapieHHoe Bammm mposaiiiepom ycmyr, —
test.customtest.dyndns.org, BBequte customtest.dyndns.org B mone Ums qomena u test B
none Umst xocra.

5. Baenute Jlorun u Ilapoas.
6. Haxwmute IloagTBEpAUTD.

----Koneir

7.2 Ynpasjaenne SMS-coo0meHui
7.2.1 IlIpocmoTp SMS-coo0meHuni

Br1 MokeTe ipoBepHTH COOOIIeHus B ankax Bxomsmme, UepHoBukn u OTHpaBieHHEIE.
YToOBI MOCMOTPETH COOOIIICHNE, BEITOIHAUTE CIACAYIOMINE TCHCTBHSL:
1. Bribepure CepBucsl > Coodmenus SMS.
2. BbINonHUTE cheayrolue A1eHCTBUS:
® Haxwmure Bxoasiime, 4To0b TOCMOTPETH TOYYCHHBIE COOOIICHHS.
® Haxwmure YUepHOBHKH, YTOOBI TOCMOTPETh YEPHOBUKH COOOIICHHIH.
® Haxwmure Mcxoasiuue, 9ToObI TOCMOTPETH OTIPABJICHHBIC COOOIIICHHUS.

----Konelr

7.2.2 OrnpaBka SMS-coo0meHui

YT00KI OTIIPABUTH COO6HICHI/IC, BBIIIOJIHUTE CIICAYIOIIHNE JIENCTBUS:
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1. Bribepure CepBucoi > Coodmenust SMS.
2. B none Homep Tenedona BBequte HOMEpP TeNe(OHA MOTYIATENS.

Yto0BI OTHPAaBUTH COO6HICHI/IG HECKOJIbKUM I10JIy4aTeJIsIM, HCHOHLSyﬁTC TOYKY C 3aIsIToi (,)
B KaQ4YC€CTBE pa3aCIMTEIIA MCXKAY HOMEpaMU TeJ'Ie(l)OHOB.

3. B moine Teker BBeIUTe TEKCT COOOIIEHMS.
4. Haxwute OTHPaBUTb.

----Konen

7.2.3 Coxpanenne SMS-coo01eHuii

YToOBI COXpaHUTH COOOIICHNE, BEIITOIHNATE CICAYIOIIUE CHCTBHS:
Bri6epute CepBucol > Coodomenust SMS.

B nosie Homep Tesiepona BBeute HOMEp TeledOHA TIOTyIaTesl.

B none TekeT BBEAUTE TEKCT COO6IHCHI/I$I.

L A

Haxwmure CoxpaHuTh.

----Konern

7.2.4 Ilepecbliika SMS-coo0meHui

YToOBI IepecnaTh coOOIIeHNE, BBIOIHUTE CIIETYIOIINE AeHCTBHS:

Bri6epute CepBucol > Coodmenuss SMS.

Bribepure coolmienne, KOTOpoe XOTHTE NepeciaTh, 3ateM HaxMure Ilepeciars.

B noste Homep Tesiepona BBeute HOMEp TeleOHA TOTyIaTesl.

L A

Haxxmure OTnpaBuTh.

----Konen

7.2.5 OtBeT Ha SMS-co001IeHUE

YrtoOBI OTBETUTH Ha COOOIICHNE, BRITIOIIHUTE CIECTYIOINE NEeHCTBUS:

Bri6epute CepBucol > Coodomenust SMS.

Bribepute cooOlrienue, Ha KOTOPOE XOTUTE OTBETUTh, 3aTeM HaXMHUTE OTBETUTD.

B none TekeT BBEAUTE TEKCT COO6IHCHI/I$I.

L A

Haxwmure OTnpaBuTh.

----Konern

7.2.6 Ynanenue SMS-coo01eHunin

YT00BI YAaJIuTb OAHO WJIN HECKOJIBKO SMS-COOGHIGHI/IP'I, BBIMOJHUTE CICAYIOIHNC JIENCTBUSL:
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1. Bribepure CepBucoi > Coodmenust SMS.

2. BsinonHute crneaymoluye ASHCTBUS:
® BriOepure cooOIieHne, KOTOPOE XOTHTE YIAIUTh, 3aTEM HAKMHUTE Y AATUTH.
® UroObI ynanuTh Bce COOOIICHUS Ha CTPAHUIIE, HOKMUTE Y 1AJIUTH CTP.

----Konerr

7.3 HacTpoiika SMS-co00meHui

Bsl Mmoxete 3agath HacTpoliku SMS-coo0nienuii, Hanpumep, Homep SMS-1eHTpa,
BKIIFOUCHHE U BBIKIIFOYECHHE OTYETa O JJOCTaBke SMS-coo0IIeHHH, a TaKKe COXpaHESHUE
OTMPABIIEHHBIX COOOIIECHUH.

Bri6epute CepBuchl > Hactpoiiku SMS.
B none Anpec cepBuc-enTpa Beeaure Homep SMS-nieHTpa.

BxurounTe unn Beikirounte GyHknuo SMS-oT4yer.

= oe

Bxurounte unu BeikirountTe QyHKIU0 COXPaHATH OTIP. COOOIIEHUS.
B  Coobuienue, OTIPaBIEHHOE HECKOIBLKHMM MOJTyYaTENSIM, HENb3S COXPAHHUTD.

5. B BeImagaroimieM criircke BEIOEPHUTE BpeMs XpaHCHUSI.
6. Haxwmute [loagTBEpANTD.

----Konen

7.4 Hactpoiika FTP-cepBepa

Oynkiust FTP-cepBepa mpeocTaBisier JOCTY K JaHHBIM, KOTOPBIE XPAHSITCS Ha BallleM
USB-nakonurese.

Uro6s! BrrounTh GyHKIUI0 FTP-cepBepa, BRIIOIHAUTE CIICAYIONIHE ACHCTBUS:
1. Bribepure CepBucsi > FTP-cepBep.
2. Bsibepure 3HaueHue Brinounts 11 napamerpa FTP-cepsep.
3. Haxmute HHoaTBepauTh.

----Koneir

7.5 HacTpoiika cepBepa Samba

Samba — 3T0 makeT NPUKIAIHBIX TPOrpamMM it oOecriedeHus 00IIero qocTyma K daitnam u
IpUHTEPaM MEX Iy KoMmiblotepamu, padoraromumu Ha OC Windows, 1 KOMITBIOTEpaMH,
paboratomumu Ha OC Unix, o cetn Wi-Fi.

YT0OBI BKIFOYUTH CEPBECP Samba, BBITIOJIHUTE CIICAYIOIINE JIeNUCTBUSL:
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Bri6epute CepBucol > Cepsep Samba.
Bri6epute 3nauenne Brarouurth 1151 napametpa CepBep Samba.
Haxxmure IoaTBepauTh.

----Konen

7.6 Hactpoiika cepsepa DLNA

Oynkuusa DLNA npenocTapisieT 10Ty K Baum My3bpIKaabHBIM KOMIIO3HLIUSM,
(dhororpadusiM 1 Bugeodaiisiam B 1000M MeCTe B JIF000€ BpEeMsl.

Yro6w! BKIFOUNTE cepBep DLNA, BBIOIHUTE CISTYIONINE NCHCTBHUS:
Brioepute CepBuchl > CepBep DLNA.

Bri6epute 3Hauenne Brawouurts 1st napametpa Cepsep DLNA.
Haxwmute IlonTBepauTs.

----Koneir

7.7 HacTpoMKH MmoJib30BaTe st

B W N =

Br1 MoxeTe T0OaBHTH MMONB30BATENIEH B CITHCOK MMOJB30BATENNeH, YTOOBI OTKPBITH UM JOCTYII K
¢aitmam n mankam Ha USB-Hakonmurene. Vcnonb3ys HACTPOCHHBIN aKKAayHT, TIOJIb30BATEITN
MoryT noakirountbes kK FTP-cepsepy uepes FTP-knuenra.

B criiicke monmp3oBareseid 0ToOpaxaroTcs T0OABICHHBIE ITOJB30BATEIH U CBA3aHHAS C OTHM
uH(pOpManys, HapuMep, IMEHA MOIh30BaTelIeH, MKy 00IIEero TOCTyIa U pa3penICHUs.
ITomumo 3T0r0 BBl MOXETE 106aBUTH, U3MEHUTH WJIH YAAJIUTH MOJIb30BaTEIEH.

UrtoObl 10OABUTH MOJB30BATEINS B CIICOK TIOJIH30BATEINEH, BBITIONHUATE CIICIYIONUE ICHCTBHS:
Bribepute CepBucel > HacTpoliku nosib3oBareJis.

Haxxmure J/I06aBUTE.

3anaiiTe mapaMeTpbl, UMEIOIIKME OTHOLIEHHE K MIOJIb30BATEINIO.

Haxxmure IoaTBepauTh.

----Konerr

YT10oOBI M3MEHHUTH MOJIL30BATENS B CIIUCKE MOIH30BATENEH, BHIIIOMHUTE CICAYIONINE ACHCTBHSA:
Bribepute CepBucel > HacTpoliku nosib3oBareJis.

Bri0GepuTte monp3oBaTers, mapaMeTpbl KOTOPOTO XOTUTE U3MEHUTb, 3aTEM HAKMUTE
H3MeHuTs.

N3mennTe HacTpOWKH MapamMeTpoB.
Haxwmute IHoarBepauTh.

----Koner
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UrtoObl yAamuTh MOJIb30BATENS U3 CITUCKA MOJIb30BaTENEH, BHITIOJIHUTE CIEAYIOIINE AeHCTBUS:
1. Bribepure CepBucsl > HacTpoiiku nojib3oBaTeJisl.
2. Bribepure moap30BaTeNsl, KOTOPOTO XOTUTE YAAIUTD, 3aTEM HAKMUTE Y IATUTh.
3. Haxwmure OK.

----Konen

UrtoObl yIamuTh BCEX MOJIb30BaTENeN U3 CIHMCKA MOJIb30BaTeNel, BBIIIOIHUTE CIEYIOIINe
IEUCTBHUA:

1. BriGepure CepBucsl > HacTpoiiku noiab3oBareJis.
2. Haxwmute YmaauTs Bce.
3. Haxwmute OK.

----Konelr

7.8 USB-nakonureJjnb

Ha ctpanuiie USB Storage oro0paxkaetcst 00beM namsati USB-HakomuTes, HampuMep
00IIMi 00BEM ITAaMSITH, HCIIOJIL30BAHHBIN 00bEM AMATH, CBOOOIHEIN 00BEM ITAMSITH.

Yro6sl mocMoTpeTh 00beM mamsatd USB-HakomuTeNs, BBITOIHATE CICAYIONIIE ICHCTBUS:
1. Bribepure CepBucel > USB-HakonuTeb.
2. Tlocmotpute uHpopmarnuto 06 oobeme namsatu USB-HakomuTens.

----Konerr
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VolIP

YerpoiicTBo mogaepKuBaeT paboTy Ciryxx0 nepenadn peur Ha 6ase npotokona SIP (mpotokon
MHHIHAIIMN CEaHCOB) U B3aMMOICHCTBHE Mex 1y IHTepHETOM U TeIe()OHHBIMH CETIMHU
o6miero nosib3oBanus (THOIT).

8.1 IIpocmoTp nanubixX VoIlP

UrtoObl mocMoTpeTh HaHHbie Vol P, BBIOTHHUTE CIICAYIOIIHNE JICHCTBUS:
Bri6epute VoIP > lannbie IP-Tenedonun.
3neck oToOpaxkaroTcs Takue NaHHble, kak SIP-akkayHT u ctatyc cepBepa peructpauuu SIP.

----Konen

8.2 Hacrpoiika SIP-cepBepa

UroObl HacTpouTh napameTpsl SIP-cepBepa, BBINOTHUTE CIEAYIOUINE JeHCTBUS:
Bribepure VolP > SIP-ceprep.

B none arent mosab3oBaresist mopt BBeauTe nopt SIP-akkayHTa, npeaoctaBieHHbIN Bammm
MIpOBaIEPOM YCIIYT.

B noie mpokcu cepBep ajpec BBeAUTE apec IMPOKCH-CepPBepa, NPEN0CTaBICHHbIN Barmm
npoBaiinepom yciryr. Hanpumep, 192.168.1.10.

B nosie IlopTa npokcu-cepBepa BBeIuTe MOPT NPOKCH-CEPBEPA, MPEIOCTaBICHHBINH Bammm
npoBaiiaepom yciyr. Hanpumep, 5060.

3HaueHue mopTa JOIHKHO OBITH OT 1 10 65535.

B none Anpec cepBepa perucTpanuy BBeIUTE aIpec CEpBepa PerucTpalyy,
npenocraBieHHblii Bammum npoBaiinepom ycnyr. Hanpumep, 192.168.1.11.

B nosie Perucrpanus nopT cepsepa BBEAUTE MOPT CEPBEPA PETUCTPALIHH,
npenocTaBieHHblid Bammum npoBaiinepom ycnyr. Hanpumep, 5060.

3HaueHue mopTa JOHKHO OBITh OT 1 10 65535.

B nosie SIP cepBep 10MeHHBIX HMEH BBeuTe qoMeHHOe uMs SIP-cepBepa.

@  Ecm ansa napamerpa Bropuunblii cepsep BEIOpaHO 3HaYeHHE BKIIOYHMTD,
HEO0X0AMMO MOBTOPHO HACTPOUTH MPENbIIYIUE TapaMeTphl.

Haxxmure MoaTBepauTs.

----Konern
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8.3 Hacrpoiika SIP-akkaynra

=w b=

Ilepen nactpoiikoit SIP-akkayHTa npoBepsTEe HACTPOUKHU CEpBEpa PErucTpaluim.
UrtoObl 100aBUTh SIP-aKKayHT, BBIOIHUTE CICIYIONIUE ICHCTBHS:

Bribepute VoIP > SIP-akkayHT.

Haxxmure J/I06aBUTHE.

B none SIP-akkayHT BBeauTe HoMep SIP-akkayHTa, mpenocTaBileHHbI Bamum
MpOBaIEpOM YCIIyT.

B nosnsax Jlorun u Ilapoas BBeguTe MMS MOJIb30BaTeNA U mapoib SIP-akkayHTa,
IIpeocTaBIeHHbIC Bammm npoBaiaepom yciyr.

Haxwmute IlonTBepauTs.

----Koneir

UroObl u3MeHUTH SIP-aKkayHT, BBIIOJIHUTE CIAEAYIOLIUE NEHCTBU:

Brioepure VoIP > SIP-akkayHT.

Bribepute 311eMeHT, KOTOPBIN XOTUTE U3MEHUTb, 3aTeM HaxkMuTe 3MeHHTD.
[ToBTOpHTE NEHCTBUS, ONMMCAHHBIE B MYHKTaX 3 W 4 TpeplAyIIero naparpaga.
Haxwmute IlonTBepauTs.

----Koneir

UroObl ynanuTh SIP-akkayHT, BRITIOJHHUTE CIEIYIOIINE TCHCTBUS:
Bei6epute VolIP > SIP-akkayHT.

BriOepuTe nreMeHT, KOTOPBIH XOTUTE YAAIHUTh, 3aTEM HAKMUTE Y JATHTh.
Haxxmute OK.

----Koneir

Urto0b! ynanuTh Bce SIP-akkayHTBI, BBIMOJIHUATE CICTYIONUE TCHCTBUS:
Bri6epure VoIP > SIP-akkayHT.

HaxMute Yaaaurts Bce.

Haxmure OK.

----KoneIr

8.4 bbicTpbiii HA00P

Oyuk1ms OpIcTporo Habopa Mo3BOIIAET OBICTPO HAOpaTh HOMep TenedoHa. [locie

MPUCBOEHHSI HOMepa OBICTPOTO HAOOpa OJJHOMY U3 Tele()OHHBIX HOMEPOB Bl CMOJKETE
OBICTpPO HAaOpaTh 3TOT TeneOHHBINH HOMEp. Bl MoxkeTe HacTpouTh 10 10 HOMEPOB OBICTPOTO

Habopa.
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UroObl 100aBUTH HOMEP OBICTPOr0 HabOPa, BHINOIHUTE CIEAYIOUINE JeCTBUS:
Bri6epute VoIP > BoicTphlii Ha6op.

Haxmute JI00aBUTB.

B none Homep ObicTporo Habopa BBeAUTE JIETKO 3aIIOMHUHAEMBII HOMED.

B nosie @akTuyeckuii Homep BBeauTe hakTHYECKHid TeNe()OHHBIH HOMED.

B none Onucanue BBegUTE ONMCAaHIE HOMepa OBICTPOro Habopa.

Haxwmute IHoarBepauTh.

----Konern

Uto0Obl UBMEHUTH HOMEP OBICTPOTr0 HaOOPa, BHINOIHUTE CIEAYIOUINE JeCTBUS:
Bri6epute VoIP > BoicTpbliii HaGop.

Bri6epute sreMeHT, KOTOPBIM XOTUTE U3MEHUTh, 3aTeM HaKMUTE 3MeHUTh.
[ToBTOpHTE NEHCTBUS, OMIMCAHHBIE B ITYHKTAX 3-5 Mpeasiaymiero naparpada.
Haxwmute IlonTBepauTs.

----Koneir

UroObl yranuTh HOMEp ObICTPOro HaOOpa, BBIMOJIIHUTE CIIEAYIOLINE IEeHCTBU:
Brioepute VoIP > BbicTphlii Hadop.

Bri6epute HOMep, KOTOPBIN XOTUTE YAaIUTh, 3aTEM HAXKMHTE Y TATUTh.
Haxxmute OK.

----Koneir

UroObl yranuTh Bce HOMEpa OBICTPOro HaboPa, BHINOJHUTE CIECAYIOUINE ASHCTBUS:
Bri6epure VoIP > BbicTpblii Hadop.

Haxmurte Yaaaurts Bce.

Haxmure OK.

----Koneir

8.5 Hacrpoiika nonoJiHuTEIbHBIX MapamMeTpoB SIP

Ha crpanune Advanced SIP MOXXHO HACTPOHTH TOMTOTHUTENbHEIC TapameTpbl SIP.
PexoMeHnayeTcsa UCIONBb30BaTh HACTPOMKH 1O YMOIYAHHIO.

YtoOH HaCTPOUTH JOIMMOJTHUTECIBHBIC ITapaMETPhL SIP, BBIMNIOJIHUTE CICAYIOIHE JIeNCTBUS:

Bri6epute VoIP > nactpoiiku SIP.

Hacrpotite cnenyromue napameTpsr:
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Taiim-ayT perucTpamuu (¢): yKa3bpIBaeTCsl CPOK ACHCTBUS PETUCTPALINU. 3HAUCHHE
IOJDKHO OBITE OT 60 10 65535.

Tailim-ayT ceaHca (c): yka3bIBaeTCsl CPOK JIHCTBUS CeaHca Ha CTOPOHE CepBepa.
3navenue q0mkHO ObITH 0T 100 10 3600.

MuH. TaiiM-ayT ceanca (¢): yka3bIBaeTCs MUHUMAaJIbHBIN CPOK JIEHCTBHS ceaHca Ha
cTopoHe cepBepa. 3HaueHue 10JKHO ObITh 0T 90 10 1800. ITpu HacTpolike 000X
napameTpoB —MmuH. Taiim-ayT ceanca (c) u Taiim-ayT ceanca (¢) — napamerp MuH.
TaiiM-ayT ceaHca (c) OyjeT UMeTh IPEUMYIIIECTBEHHOE 3HAYCHHE.

O)Kl/l].]al-ll/le BbI30BaA: BKIIFOUYCHNEC HUJIN BBIKITFOYCHUEC (bYHKI_II/II/I OXXHJaHHWA BBI3OBA.

3. Haxwmute IloaTBepauTh.

----Konen

8.6 HacTpoiika 10n0JHUTEJbHBIX IAPAMETPOB Nepeavu pedu

Ha crpanune HacTpoiiku nepeaayu rooca MOXKHO HACTPOHUTD JOIIOTHUTEIBHBIC TAPaMETPHI
nepenayy peur. PekoMeHIyeTcest HCIoabp30BaTh HACTPOUKH 110 YMOTYaHHIO.

UtoObI HACTPOUTH JOTIOTHHUTEIBHBIEC TAPAMETPHI IIEPe/laddl PEUH, BHITIOTHHUTE CIIEIYIOIINE
IEUCTBUA:

1. BreiGepure VoIP > HacTpoiiku nepenayu rojoca.

2. HacrpoiiTe cienyroomue napameTphl:

Pe:xxum DTMF: yka3siBaeTcs cioco6 nepenaun ToHaabHbIX curaanos (DTMEF).
®axc: ykazpiBaeTcs pexum «Pakc mo [P».

Crtpana/PernoH: yka3pIBaeTCsl CTpaHa WM PETUOH, B KOTOPOM PACIIOIOXKEHO
YCTPOMCTBO.

IIpu u3menenun 3HaueHus napamerpa Crpana/Peruon Heo6xonumo
Mepe3aIryCTUTh YCTPOMCTBO, YTOOBI MPUMEHUTH HACTPOHKH.

Cnucox HCXOAAIMUX AKKAYHTOB: BI)IGC])I/ITC OCHOBHOM HMCXOJSIIHI AKKAaYyHT B
BbIIIaJAr0mEM CIIMCKE.

Hauaabnblit nopt RTP: ykaseiBaercs Homep nopTa npotokona RTP (mpoTokon
nepeJavr B pexUMe peajbHOTO BpeMeHH). 3HaUeHUE TOJKHO ObITh YETHBIM YHCIIOM B
nuanazone ot 50000 go 65514.

HaCTpOﬁTe APYrue nmapameTphol. PeKOMeHI{yeTCﬂ HCII0JIb30BATb HaCTpOI\/'IKI/I oo
YMOJIYaHHUIO.

3. Haxwmute IloaTBepauTh.

----Konen
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8.7 Hactpoiika 10m0JHUTEIbHBIX IAPAMETPOB KOJAEKOB

Ha cTpanuiie HacTpoiiku Kogeka MOKHO HACTPOUTD JOMOTHUTEIbHBIE MTapaMeTphl peu4eBbIX
KOJIEKOB. PekoMenyeTcs uConb30BaTh HACTPOMKY 110 YMOIYaHUIO.

YT0o0BI HACTPOUTDH JOMOJIHUTCIIbHBIC MaPpaMETPhl KOACKOB, BBIIIOJIHUTE CIICAYIOIINEC JIEUCTBUS:

Brioepute VoIP > HacTpoiiku Kojeka.

Hacrpotite cnenyromue napameTpsr:

IlepBbIii THII KOAEKA: YKA3bIBACTCS THII IEPBOTO PEUEBOTO KOJIEKa. 3HAYEHHUE 110
ymomganuio G.711-PCMA.

Bropoii TMII KOIeKa: yKa3bIBa€TCSI TUIT BTOPOTO PEUEBOTO KO/IEKA. 3HAUCHHE T10
ymomganuio G.711-PCMU.

TpeTuii THII KOAEKA: YKa3bIBACTCS TUII TPETHETO PEUEBOTO KOJIeKa. 3HAUYEHHUE TI0
ymomdanuio G.726-32.

YeTBepThlii THIT KOJEKA: YKa3bIBACTCS TUIT YETBEPTOrO PEYEBOr0 KOjieKa. 3HAUCHHUE 110
ymomdanuio G.726-24.

[sATHIi THN KOJEKA: YKa3bIBACTCS THUII IIATOIO PEUEBOr0 KOJIEKa. 3HAUCHHE TI0
ymomndanuto G.729.

lecToii TUI KOAEKA: YKAa3bIBACTCS TUI MIECTOIO PEUYEBOr0 KOJeKa. 3HAUYCHHE TI0
ymomdanuto G.722.

3. Haxwmute IloaTBepauTh.

----Konerr
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Cucrema

9.1 O6cay:xuBanue

9.1.1 Ilepe3arpy3ka

Orta QyHKIUS TO3BOISET MEPe3arpy3uTh YCTPOICTBO. Bee HACTPONKHM BCTYIIST B CHILY TIOCIHE
nepe3arpy3ku yCTpONCTBa.

UrtoOHI repe3arpy3uTh YCTPOHCTBO, BRITIONHHUTE CISAYIOIINE TCHCTBUS:
Bribepute Cucrema > O0ci1y:kMBaHuUe.

Haxxmure Ilepe3arpy3urs.

. Haxwmure OK.

YceTpoiicTBO iepe3arpy3urcsl.

----Konen

9.1.2 Copoc HacTpoek

Ota (yHKIMS TO3BOJISET BOCCTAHOBHUTD 3aBOJICKHE HACTPOHKH yCTPOMCTBA.
YroOBl BOCCTAHOBUTH 3aBOJICKUE HACTPOHKH YCTPOWCTBA, BHIMIOTHHUTE CIEAYIOIINE ICHCTBUSL:
Bri6epute Cucrema > Q0ciay:kuBaHue.

Haxxmute Copoc.

. Haxwmure OK.

[Tocne aToro OyayT BOCCTAaHOBIICHBI 3aBOJICKUE HACTPOHKHU YCTPOMCTBA.

----Konen

9.1.3 3arpy3ka KoH(UTypauMOHHOTO (paiiia

UrtoObI co31aTh pe3epPBHYIO KOITUIO CYIIECTBYIOMETO KOHDUTYPAIMOHHOTO (Daiiina, BBITOTHUTE
CIeyIOIINE IeUCTBUS:

Bri6epute Cucrema > Q0cay:KuBaHHe.
Haxwmute 3arpy3uts Ha ctpanuiie Q0caykuBanme.

B nosiBuBIIEMCS AMATOTOBOM OKHE BRIOEpPHTE ITyTh M UMS KOH(UTypamoHHOTO (aiina,
PE3epBHYIO KOITHIO KOTOPOTO XOTHUTE CO31aTh.

. Haxmurte CoxpaHUTb.

Hpoue;[ypa 3arpysKu (1)a17ma Ppas3sianuvacTCs B 3aBUCUMOCTHU OT UCIIOJIB3YyEMOI'O 6pay3epa.
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----Konelr

9.1.4 Boirpy3ka koHGUrypanmuoHHoro ¢aiijia

YroOBI 3arpy3uTh pe3epPBHBIN KOH(QUTYPAIIMOHHBIN (haiil 1 BOCCTAHOBUTH HACTPONKH
YCTPOMCTBA, BHIMOJIHHUTE CIEAYIONINE IEHCTBUS:

1. Bsibepure Cucrema > O0ci1y:KMBaHUE.
2. Haxwute O030p Ha cTpanuie O0caykuBaHue.

B nosBuBIIEMCS 11aI0rOBOM OKHE BBIOEPUTE Pe3epBHBIM KOHPUTYPaMOHHBIN (aii.
3. Haxwmute OTKpBITH.

JunanoroBoe okHO 3akpoercs. B okHe cnpaBa oT napamerpa Paiijg koHpUrypanuu
0TOOpa3UTCs IMyTh U UMsI PE3EPBHOTO KOH(MUTYPAITMOHHOTO (paiina.

4. Haxwmute BbIrpy3urs.
5. Haxwmnre OK.

YCTpoiicTBO 3arpy3uT pe3epBHbIA KoOH(pUrypauroHHbli (aiin. [Tocne 3arpy3ku ycTpoHcTBO
ABTOMATUYECKU NIEPe3aryCTUTCS.

----Konerr

9.2 Cmena napoJis

Orta pyHKIHS MTO3BOIIET H3MEHHUTH ITAapOJIb AJMUHUCTPATOpa AJIs BXoJa B cucremy. Ilocie
CMEHBI IApOJIS HOBBIH TTAPOJIb OYJIET UCIIONh30BATHCS MPH CIICAYIONIEM BXOJE B CUCTEMY.

YT0oOBI M3MEHHUTH N1apPOIIb, BEIITOTHUTE CICAYIONINE ICHCTBHS:
1. Bsibepure Cucrema > CMeHa napoJis.
2. Baenute Tekyluil naposb, HOBBIH MAPOIb, 3aTEM BBEIUTE HOBBII MapOJIb IOBTOPHO.

3nauenus napameTpoB HoBbiii mapoJib u [lonTBep:kaeHne mapoJis T0JDKHBI COEpKaTh
8-15 cumBonos ASCII.

3. Haxwmute IHHoaTBEpaUTD.

----Konerr

9.3 Hactpoiika 1aTbl 1 BpeMeHHU

Br1 MoXeTe HaCTPOUTH BPeMsI CHCTEMBI BPYUHYIO MIIM CHHXPOHH3HPOBATH C CeThIO0. [Ipn
BbIOOpE mapamerpa CMHXP. OT CeTH YCTPOICTBO OyET perysipHO CHHXPOHU3UPOBATH BPEMSI
¢ cepsepoMm NTP (mpoTokon cereBoro BpeMenn). [1pu BrimroueHNH QYHKIMA TIepexoa Ha
JIETHEE BpeMs yCTPOHUCTBO Takxke OyAeT yUYUTHIBATh JETHEE BpEeMSI.

YrtoOBl HACTPOUTH ATy M BPEMS, BEITIONIHUTE CICTYIONIHE NCHCTBUS:
1. Bribepure Cucrema > /lata u Bpems.

2. Bribepure YcTaHOBKA BPYYHYIO.
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3. 3apaiite JlokaabHoe Bpems win Haxmute Cunxp. ¢ IIK, 9To0sr aBTOMaTHYECKH
YCTAaHOBUTH TEKYIIIEe JIOKAJTHHOE BPEMS CHCTEMBI.

4. Haxwmure IloaTBEpAUTS.

----Konelr

YToOBI CHHXPOHHU3UPOBAThH BPEMSI C CETHIO, BHIIOJHUTE CIICAYIOLINE JCHCTBU:
1. Bribepure Cucrema > /lata u Bpemsi.
2. Breibepure CHHXP. OT ceTH.

3. B Bemagaromem crincke OcnoBHoii cepep NTP  BeiOepuTe cepBep B KauecTBE OCHOBHOTO
cepBepa JUIsl CHHXPOHHU3AIIUN BPEMEHH.

4. B Brmagaroniem ciucke Jlomosnurenbuniii cepsep NTP BriGepute cepBep B KauecTBe
IP-aapeca JOMONHUTEIHLHOTO cepBepa JIJIsl CAHXPOHHU3AIUH BPEMEHHU.

5. 3apaiite YacoBoii mosc.

6. Brioepure Ilepexon Ha JieTHee BpeMsi. Y CTPOMCTBO OYJIET aBTOMAaTUYECKU UCTIONIE30BATh
JIeTHEE BPEMsI B 3aBUCUMOCTH OT YaCOBOTO TOsICa.

7. Haxwmurte IlonTBepauTS.

----Konerr

9.4 /ImarnocTuka

B cnygae c6os B pabote ycTpoiicTBa Bbl MOkeTe BOCIIONB30BATHLCS HHCTPYMEHTAMHU
JIUarHOCTHKH, TIPECTABICHHBIMH Ha cTpaHuie {uarnocTuka, 9ToObl MpoOBECTH
MPEABAPUTEIHHYIO TUATHOCTHKY MPOOIEMBI ¥ IPUHSTH MEPHI JIJISI €€ PEIICHN.

9.4.1 Ping (3x0-TecTUPOBaHHUE)

Ecnm ycTpoiicTBO He MOXKET MOAKITIOUNTECA K IHTepHEeTY, 3aIycTUTE KOMaHAy ping Iuis
MpeIBapUTEILHON JUArHOCTUKH TpoOsieMsl. J{7s 3Toro:

1. Bribepure Cucrema > JluarHocTuka.
2. B pasnene Metoa Boioepute Ping.

3. Bseaure nomennoe ums B nosie LleneBoii IP-aapec uiam nomen. Hanpumep,
www.google.com.

4. 3anaiite napameTpsl Pa3mep nakera u TaiimayT.
5. BriOepute 3HaueHne Brawuntsb s mapamerpa be3 ¢gparmenranum.
6. Haxwmute Ping.
Joxmurecs 3aBepiicHNs KOMaHIbl ping. Pe3ympTaTsl oToOpakaroTcs B mosie Pe3yabTaThl.

----Konerr
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9.4.2 Traceroute (TpaccupoBKa)

Ecnu ycTpoiicTBO HE MOXKET MOAKIIOUNTECA K IHTEpHETY, 3amycTuTe KoMaHAy traceroute
JUTSL TIpeIBApUTEIBHON AUAaTHOCTUKY MpobieMsl. [y aToro:

1. Bribepure Cucrema > /IluarHoctuka.

2. B pasnene Meton Boibepute Traceroute.

3. Bseaure nomennoe ums B niosie Lenesoii IP-aapec uam gomeH.
Hanpumep, www.google.com.

4. 3apaiite napametpsl Make. yncJio nepexoaos u TaiimayT.

5. Haxwmure Traceroute.

JloxxanuTecs 3aBepIleHnst KOMaH/BI traceroute. Pe3ylbTaTsl 0TOOpakaroTCs B TOJE
Pesynbrarthl.

----Koneir

9.4.3 IIpoBepka cucTeMbl

B cnygae c60s B paboTe ycTpoiicTBa Bbl MOKeTe BOCTIOIB30BATHCS HHCTPYMEHTOM IPOBEPKU
cucremsl (System Check), 9ToOBI TpoBeCTH MPEIBAPUTEIHFHYIO TUATHOCTUKY MPOOIEMEL.
st aToro:

1. BreiGepure Cucrema > JIluarHoctuka.
2. B pasnene Mertop BoiOepute IlpoBepka cucreMsl.
3. Haxwmute IlpoBepurs.

Joxaurech 3aBeplIeHUs IPOBEPKH chucTeMbl. Ha cTpaHuie MosBATCS BO3MOXKHbIE IPUYUHBI
HEHCIPaBHOU paboThl yCTPOHUCTBA.

4. HaxMuTe IKCNOPT, 4TOOBI SKCIOPTHPOBATH AaHHbIC Ha [1K.
B cnydyae HeoOX0aMMOCTH OTIIPAaBhTE HHPOPMAIIHIO B CITY)KOY TIOJICPIKKH.

----Koneir

9.4.4 IlpoBepka craTyca 0eClIPOBOIHOM CeTH

Ha s10ii cTpanuiie otoOpakaercs nHpopMaius o cratyce O€CIIpoOBOAHOM ceTH, HAITPUMED
PLMN, Crartyc o0c.ry:>KuBaHHS.

UToOBI MOCMOTPETH CTATYC OECIIPOBOIHOM CETH, BBIMIOJIHUATE CISAYIOIINAE TCHCTBUS:
1. BreiGepure Cucrema > /IluarHoctuka.
2. B paznene Meton Boioepute IlpoBepka craryca ecrnp. ceTH.

Ha sxpane nosiButcs crpanuna Craryc 6ecnp. ceTu.

----Konern
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9.5 KypHaibl

B xypHanax (Jiorax) 3aIiChIBAlOTCS BCE OIIEPALIAY MTOJIB30BATENS H KIFOUEBHIC MOMEHTEI
paboTel cucteMbl. YTOOBI TOCMOTPETH JIOTH:

Bri6epute Cucrema > Kypnai.
BriGepute cOOTBETCTBYIOIIUN YPOBEHB JIOTOB B BBINIAIAOLIEM CITUCKE Y POBEHb 3alIUCH.

KonuuecTBo 10roB 31010 YPOBH: 0T06pa>1<aeTC${ CIIpaBa OT BbIITAAArOIICTO CIIMCKA. Bcee noru
0T06pa>1<a}0Tc;1 B ITOJIE C pE3yJibTaTaMH.

Bri6epuTe oneparmro.
® (Copoc: ouncTKa BCeX JOrOB YCTPOHCTBA.
®  DJKCHoOpPT: PKCIOPT BCEX JIOTOB ycTpoicTBa B (paiin Ha [1K.

----Konelr

9.6 YBenoMJIeHUA CUCTEMbI

Ha stoii crpanune Bl MokeTe HACTPOUTDH CIIOCOOBI YBEOMIICHHSI 00 H3MEHEHNH KITIOUEBBIX
CTaTyCOB yCTPOMCTBA.

Bri6epute Cucrema > YBe1oMJIEHHE CHCTEMBI.
3anmaiite 3HaueHue napaMmerpa Yacrora B BHINIQAAIOIIEM CIIHCKE.

Hacrpoiite napametp IP-anpec npuemMa BenJibIB. 0KOH. Eciii He HAaCTpoUTh apameTp
IP-anpec npuemMa BCIIBIB. OKOH, YBEIOMJICHUS OyIYT OTIIPABISATHCS TOAKIIOUCHHBIM
MOJIb30BATENSIM B IPOU3BOJIBHOM MOPSIKE.

Hactpoiite mapamerpsl OrnpaBka SMS na Homep u [lepeaapecoBsiBaTth SMS oT.

[Tocne mpumeneHus: HacTpoek napamerpa OrnpaBka SMS Ha HOMep MOXXHO HACTPOHTH
napamMeTpbl TECTOBOTO COOOIIEHUS, IEPECHUTKN U YBEIOMIICHHH.

Hacrpotite mapameTpsl yBegoMIIeHUS A5l KaKAOT0 3HaUeHus1 mapamerpa CoObITu.
Haxwmute IlonTBepauTsb.

----Konerr

9.7 Hactpoiiku TR-069

1.

TR-069 — 3T0 cTaHAapT CBSA3M MKy aOOHEHTCKMM 000pYyIOBaHHEM U CEPBEPOM
aBTokoH(puryparmu (ACS). Ecru Barn npoaiizep yciayr UCTIONB3YeT (GYHKIHIO
ABTOMAaTHYECKOTO MpeaocTapieHus yeuyru (cranaapt TR-069), cepBep aBTOKOHPUTYpaIUH
ABTOMATHYECKH IPEOCTABILICT TapaMeTphl JAaHHOTO ycTpoiicTBa. Eciu 3amate mapameTps
cepsepa aprokoHpurypanuu (ACS) Ha ycTpoICTBE U Ha cCaMOM CepBepe, MapaMeTphl CETH Ha
ycTpoiicTBe OyIyT aBTOMAaTHYECKH HACTPAUBATHCS ¢ MOMOIIEI0 GpyHkimu TR-069. Bam He
NPUAETCS HACTPaMBaTh APYTHE IMapaMeTphl Ha YCTPOUCTBE.

YroOs1 HacTpouTth QyHKIHI0 TR-069 Ha ycTpoiicTBe, BHITOIHUTE CIEIYIONIHIE IEHCTBHS:

Bri6epute Cucrema > Hacrpoiiku TR-069.
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2. UroOBI HACTPOHUTH HHTEPBAIBI OTIPABKH MH(OPMAIIOHHBIX ITAKETOB OT YCTPOICTBA cCepBeEpy
aBTOKOH(UTYparmy, BeOepuTe 3HaueHne Braouuts 1s mapamerpa [lepuoauyeckoe
YBeIOMJIEHHE.

3. Ecnu nna napametpa Ilepuoanyeckoe yBegoMiaeHue BbIOpaHo 3HaueHHEe BKRIIOYHNTD,
HacTpoiite napamerp UHTepBaa NepuOIMYECKOr0 YBeIOMJIeHH.

4. B none URL-agpec ACS Bequte URL-ampec ACS.

5. Beemute Ums nosn3oBarens ACS u IMapoas ACS 115 ayTeHTUGUKAIIUN YCTPOUCTRA.

@  Yrobbl ycTpoHCTBO MOTIIO HOAKIIOUATECS K CEPBEPY aBTOKOH(DMIYpPAIMH, BBEIUTE
UM TTOJIH30BATENS M TIAPOJIb VIS ayTCHTU(UKAINN. DTO UM ITOJIB30BATENS U
MapoJib JOKHBI COOTBETCTBOBATh 3HAYCHHSIM, YKa3aHHBIM Ha CepBepe
aBTOKOH(UTYpaIHy.

6. Haxwmute [loaTBepauTh.

----Konern

9.8 HacTpoiika aHTeHHbI

YrtoObl 3a1aTh THIT aHTCHHBI, BBITIONHUTE CICAYIOIINE ICHCTBUS:
1. BribepureCucrema > HacTpoiiku aHTEHHBI.
2. BeiOepute THIT aHTEHHBI B BBINIAAIOIIEM CITUCKE.
3. Haxwmute [TonTeepauTs.

----Konen
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Yacro 3agaBaeMble BOIIPOCHI

He 3aropaercsa HHIMKATOp NUTAaHU4.

YGCL{I/ITCCL, 4yTO Kabeb MUTAaHUs IpaBHUIJIbHO NOAKIIFOYCH U YCTpOﬁCTBO BKJIFOYCHO.

Yo6enurech, 4TO afanTep MUTAHUS COBMECTUM C YCTPOKWCTBOM.

He ynaercs BoiiTu Ha BeO-cTpaHMUy KOHGUTypauuu.

Yb6enurecs, 9T0 YCTPOUCTBO BKITFOYCHO.

Y6enurech, 4TO YCTPOMCTBO MpaBuiibHO noAkiroueHo K [1K mo cetn Wi-Fi wim ¢ momoripio ceteBoro kadess.

Ecmu He ynaetcst yeTpaHUTh po0iieMy, 00paTUTECh B aBTOPHU30BAHHEIA CEPBUCHBIN TICHTP.

VYerpoiicTBo He HieT 0eCTIPOBOIHYIO CETh.

Y6enurech, 4TO aganTep MATAHUS MTPABHIHLHO TOAKIIOYCH.
Y6enuTech, YTO YCTPOMCTBO HAXOMUTCS HA JIOCTATOYHOM PACCTOSTHUN OT OCTOHHBIX MM JACPEBIHHBIX CTCH.

Y6enurecs, 9TO0 YCTPOWCTBO HAXOAUTCS HA TOCTATOYHOM PACCTOSIHUH OT OBITOBBIX IPHOOPOB C CHIIBHBIM
3JIEKTPOMArHUTHBIM T0JIeM (MUKPOBOJIHOBASI M€Ub, XOJIOAMWIbHUK, aHTEHHA CITyTHUKOBOT'O TEJIEBUACHHUS).

Ecnu He ymaercst ycrpanuTh mpoOiiemy, 00paTHTeCh B aBTOPH30BAHHBIA CEPBUCHBIN IICHTP.

AlanTep MUTaHUS YCTPOICTBA NeperpeBaeTcs.

yCTpOfICTBO neperpeBacTCsd NOCJIC JIIUTCIbHOI'O UCIIOJIB30BAHU . Briknrouaiite yCTpOI\/'ICTBO, Korja HE
HCIIOJIB3YETE €IO.

Henbzs NEPCKPhIBATH BECHTUIIIHUOHHBIC OTBEPCTHUA yCTpOﬁCTBa HJIK pacnojararb €ro nmoa nmpsaMbIMu
COJIHCYHBIMH JTydYaMHU.

BoccranoBjieHbl 3HAUEHMSI 10 YMOJTYAHHIO.

Ecnu B nporiecce HacTpoiky mapaMeTpoB YCTPOWCTBO HEOKUAAHHO OTKIIIOYAETCSI, BCE HACTPOUKHU MOTYT
OBITh COPOIIICHBI.

[Tocie HacTpoOliKK MapaMeTPOB 3arpy3uTe KOHPUTYPAITMOHHBIN (aiisl ayist ObICTPOro BOCCTAHOBIICHHS
HEOOXOIMMBIX HACTPOEK yCTPOMCTRA.
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O003HaYEeHHMA U COKPALIIEHUSA

ACL
AES
ALG
AP
CPE
CWMP
DDNS
DDoS
DHCP
DMZ
DNS
DoS
DST
FTP
GSM

GUI
HTTP
ICMP
IMEI
P
IPSec
ISP
LAN
LTE
MAC
MTU
NAT

Crucok KOHTPOJIS AOCTyIa

CHUMMETPUYHBIN aNTOpUTM OJIOYHOTO IHU(PPOBAHUS
11103 MpUKIAAHOTO YPOBHS

Touka noctyna

AOGoHEHTCKOE 000pyIOBaHUE

[TpoTokon ynpaBieHus aOOHEHTCKUM 000pYIOBaHUEM Yepe3 III00aTbHYIO CETh
JuHamMudecKuii cepBep JOMEHHBIX HMEH
Pacnipenenennas ataka THIa «0TKa3 B 00CITYKUBAHUIDY
IIpoTokon quHAMUYECKON KOH(PHUTYpALIUH y3I1a
Jlemunurapu3zoBaHHAs 30Ha

CepBep nomMeHHBIX UMeH/CUcTeMa JJOMEHHbBIX UMEH
ATaka THIIa «OTKa3 B 00CITY)KUBAHUIDY

JletHee Bpems

[Iporokon nepenauu ¢aitios

I'mo6anbHas cucteMa MOOUIBHON CBSI3M (CTaHIAPT MOOWIBHOM Mepenayun
JTAHHBIX )

['padmyeckuii mHTEpdEIC TOTH30BATEIS

[IpoTokon mepexaun runepTeKcTa

ITpoTOKO MEXCETEBBIX YIPABIISAIOIIUX COOOIIEHUIH
MesxtyHapoJHbIN HIeHTH()HUKAIIMOHHBIN HOMEP MOOHIILHOTO 000PYI0BaHHUS
WHTepHET-IPOTOKON

ITporokon 3amuTh! cereBoro Tpaduka Ha [P-ypoBHe

[IpoBaiinep naTEpHET-yCIYT

JlokanbHasi BBIYUCIUTEIbHAS CETh

JonroBpeMeHHoOe pa3BUTHE (CTaHIAPT MOOMIIBHOM Mepeaun JaHHbBIX )
VYrpasieHue J0CTyIIOM K Cpejie IepeJaddl JaHHBIX

MaxkcumallbHBINA pa3Mep MepenaBaeMoro 06J10ka JaHHBIX

Tpancnsmus (mpeoOpa3oBaHne) CETEBBIX AAPECOB
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NTP
PBC
PIN
PKM
PPPoE
PPTP
RIP
RTSP
QoS
SIM
SIP
SN
SNTP
SSID
SSH
SYN
TKIP
TLS
TTLS
UDP
UPnP
URL
VLAN
VoIP
WAN
WCDMA

WEP
WLAN
WPA
WPA-PSK
WPS

ITpoTokon ceTeBOro BpeMeH!

BesomnacHas HacTpoiika OeCTipOBOAHOM CETH HaXKaTHEeM KHOIIKH
JInvHBIH HACHTHDUKAITHOHHBIA HOMED

[IpoTokon yrpaBieHHs KITIOYaMA IAPPOBAHUSL

IIpoTokon Touka-Touka o Ethernet

[IpoTokon TyHHEIMPOBAHUA TOUKA-TOUKA

IIpoTokon MapiIpyTHO# HH(pOPMALIUH

IToTOKOBBIN IPOTOKOJI PEABHOTO BPEMEHU

KauecTBo 1 Ki1acc npenocTaBiasieMbIX YCIyT Mepeiadl JaHHbIX
Monyns uneHTuUKanuy aboHeHTa

[IpoTokon nHULIMALIMK ceaHca

CepuiiHbiif HOMED

[IpocToii mpOTOKOJ CETEBOTO BPEMEHHU

CereBoii WACHTUDUKATOD

Bezonacuas obomouka

CHMBOJI CHHXPOHU3AINH

[IpoToKon OrpaHnYeHHON BO BPEMEHH LIETIOCTHOCTH KITF0Ya
[IpoTokomn 6e30MaCHOCTH TPAHCIIOPTHOTO YPOBHS
TyHHEIMPOBaHHBIHM MPOTOKON 6€30MAaCHOCTH TPAHCIIOPTHOTO YPOBHS
[IpoTokoa MoNB30BATENBCKUX AeHTarpaMm

HaGop ceTeBbIX MPOTOKOJIOB, TyOIHKyeMbIX popymom UPnP
YHuUIIpOBaHHEIA yKa3aTels HHHOPMAMOHHOTO pecypca
BuptyanbHas 0KkaibHas BEIYUCIUTENBHAS CETh

ITepenaua romoca no IP-cetsam

I'mobanpHast BEIYMCIUTEIbHAS CETh

H.[HpOKOHOJ'IOCHBIfI MHOT'OCTaHIIMOHHBIN JAOCTYII C KOOOBBIM Pa3aCIICHUEM

KaHaJIOB

[TpoTokon mmdpoBanus B 0ECIIPOBOIHON CBA3H
BecripoBosHas JiokanbHas BEIYUCIUTENbHAS CETh
Crerudukanus muppoBaHus JaHHBIX OSCIIPOBOJTHON CBS3H
Crenudukanys muppoBaHus JaHHBIX OSCIIPOBOJIHON CBS3H

[IpoTokon momyaBTOMaTH9IECKOTO co3aanus cetr Wi-Fi
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